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ABSTRACT

Today, an increasing number of applications rely on location and
proximity information to deliver services. With the introduction
of Wi-Fi Fine Timing Measurement (FTM) in the IEEE 802.11-2016
standard, Wi-Fi derived location and proximity information will
play a key role in many safety- and security-critical applications.
For example, Wi-Fi FTM is adopted in Wi-Fi Aware where it enables
geo-fencing and mobile identification. In this paper, we perform the
first security analysis of Wi-Fi FTM and analyze its security guar-
antees across the logical and physical layers. We find various weak-
nesses that enable an attacker to introduce distance reductions and
enlargements to any arbitrary attacker-chosen value, requiring com-
modity hardware only. We perform an evaluation using commercial
access points, smartphones, and off-the-shelf Wi-Fi cards, and show
that an attacker can manipulate distances with meter-level preci-
sion. Furthermore, we highlight the distance manipulation attacks
which are independent of any higher-layer cryptographic protec-
tion, exposing fundamental limitations to achieving secure distance
measurements in the current standard. Finally, we present security
recommendations for the design and implementation of Wi-Fi FTM
and next-generation positioning protocols.
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1 INTRODUCTION

In recent years, numerous wireless ranging and localization systems
have been developed; they differ in positioning methodology (e.g.,
received signal strength, time-of-flight, time-of-arrival), accuracy,
operating environment (e.g., indoors, outdoors), communication
channel (e.g., radio frequency, ultrasound), and reliability. With
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the pervasiveness of Wi-Fi networks and increasing need for accu-
rate location information, the IEEE standardized Wi-Fi Fine Timing
Measurement (FTM) in IEEE 802.11mc, which is incorporated in
IEEE 802.11-2016 [7]. Wi-Fi FTM uses round-trip time-of-flight
measurements to determine the distance between two stations,
and allows for meter-level ranging accuracy [26]. It is expected to
enable new, feature-rich, safety- and security-critical applications
[33], providing benefits to a variety of stakeholders. For example,
it enables improved asset and personnel management, geo-fencing
with trigger actions (e.g., access control and authentication) [4], net-
work management, navigation [27], and emergency support. Today,
Wi-Fi FTM is already used in security-sensitive applications, for
example, it is used as a metric to discriminate a neighbor from an
attacker as part of onboarding Internet of Things (IoT) devices [33].
Furthermore, the Wi-Fi Alliance adopted Wi-Fi FTM as a key feature
in Wi-Fi Aware, where use cases include geo-fencing and mobile
identification in airport security and autonomous vehicles [4], and
recently Google released an example application for Wi-Fi Aware
(WifiNanScan) [40], highlighting the increasing usage of Wi-Fi FTM.
Moreover, the IEEE formed a task group to standardize a new posi-
tioning standard named Wi-Fi Next Generation Positioning (Wi-Fi
NGP; IEEE 802.11az [28]) largely based on the fine-timing measure-
ment mechanism introduced in Wi-Fi FTM. Wi-Fi NGP is currently
under development and scheduled to be published in 2023. Until
then, the usage of Wi-Fi FTM is expected to increase (e.g., Google
supports Wi-Fi FTM since Android 9 [6]). Given Wi-Fi FTM’s usage
in security-sensitive applications and its influence in the design
and development of next-generation wireless positioning standards,
it is imperative to evaluate its security guarantees as researchers
have repeatedly demonstrated the severe implication of distance
modification attacks on ranging and localization systems (e.g., gain
access to restricted areas [17], make fraudulent purchases [22, 23]).

In this paper, we present the first security analysis of Wi-Fi
FTM by systematically analysing the security guarantees across
the logical and physical layer. We find the protocol is vulnerable
to a wide variety of distance manipulation attacks, allowing an
adversary to introduce distance reductions and enlargements to
any arbitrary attacker-chosen value. For example, we present a
novel benchmarking technique which allows an adversary to spoof
distance measurements irrespective of the station’s true position.
We evaluate our attacks on commercial products supporting Wi-Fi
FTM, covering a wide variety of access points, smartphones, and off-
the-shelf Wi-Fi cards, and show an attacker can introduce distance
manipulations with meter-level accuracy. The attacker can achieve
these attacks using commodity hardware only, and is not restricted
by any physical location requirements. Notably, our analysis re-
vealed attacks beyond the injection of spoofed frames which are
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Figure 1: Example Wi-Fi Fine Timing Measurement session
with ASAP=1, and x-number of measurements per burst.

successful even if the protocol would be protected by the network
(e.g., WPA3). For example, we present a novel mixed-layer replay at-
tack where frames are transmitted under unexpected physical-layer
parameters (e.g., a narrower bandwidth), causing incorrect distance
measurement calculations on the logical-layer. Furthermore, we
present several strictly physical-layer attacks which build upon
fundamental limitations in the wireless signal and receiver design
(e.g., overshadow and earlier-path injection attack), and can lead to
a distance manipulation of several tens of meters.

We hope our findings discourage the usage of Wi-Fi FTM for
security-sensitive applications, and contribute to the development
of next-generation protocols. To this end, we recommend changes
to increase the security robustness of firmware implementations.
Furthermore, we discuss the limitations of the physical-layer signal
and receiver design of Wi-Fi FTM, and discuss approaches to secure
future standards (e.g., the currently under development Wi-Fi NGP).

2  WI-FI FINE TIMING MEASUREMENT

Wi-Fi Fine Timing Measurement (FTM), also referred to as Wi-Fi
Round-Trip Time (RTT) and branded as Wi-Fi Location by the
Wi-Fi Alliance, is defined in the IEEE 802.11mc amendment and
incorporated in IEEE 802.11-2016 [7]. Wi-Fi FTM enables stations
to determine their physical distance and their precise location (e.g.,
using multilateration) by measuring the round-trip time of frames
exchanged between them; thereby making it beneficial to several
applications such as indoor navigation, asset tracking, network
management, access control and authentication [4].

2.1 Round-Trip Time Measurements

A Wi-Fi FTM distance measurement session consists of three phases:
a negotiation, measurement exchange, and termination phase. In
Figure 1, we present an overview of two stations (initiator and re-
sponder) executing a session. The standard allows a station to act as
both an initiator and responder, however, only the initiator derives
the distance. If the responder wishes to determine the distance, the
stations need to switch roles and start a new measurement session.

Negotiation. The initiator starts the negotiation phase by trans-
mitting a request frame. This frame contains a trigger field used
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to request the initiation or termination of a measurement proce-
dure. Additionally, the frame includes configuration parameters and
vendor-specific information elements. Configuration parameters
include, e.g., scheduling, channel, and operational parameters. To
accommodate station constraints (e.g., concurrent sessions, higher-
priority traffic), stations may request a preferred time window
allocation, referred to as a burst instance. For example, a station
may request the burst instance to start As Soon As Possible (ASAP)
or request a later time window. The responder, often configured as
an access point, responds with a status code indicating success or
failure for the requested parameters. Upon successful negotiation,
the responder will commence the measurement exchange phase.

Measurement Exchange. The measurement exchange phase is
time-critical. In this phase, the stations measure the time elapsed
for a response frame transmitted by the responder to be received,
processed, and acknowledged by the initiator. The stations times-
tamp every transmission and reception during the measurement ex-
change, as shown in Figure 1. Specifically, a timestamp corresponds
to when the frame’s preamble appears at the antenna connector. An
implementation may capture a timestamp at another point in time
and correct for the expected time differences [7, §6.3.58.1]. These
timestamps are expressed in picoseconds and have a resolution of
0.1 ns. Since radio waves travel at the speed of light (30 cm in 1 ns),
the measurement procedure has a theoretical accuracy of around 3
cm. However, the accuracy of the measurements in part depends on
the wireless signal’s bandwidth [26]. The responding station shares
its timestamps of each measurement round (¢1x and ¢4y in Figure 1)
in the response frame of the next measurement round. Consecutive
response frames are spaced apart by a minimum time interval, as
defined in the Min Delta FTM parameter. It is defined in units of
100 ps and allows for stations to prepare for the arrival of mea-
surement exchange frames. Upon receipt of response frames, the
initiator calculates the average round-trip time using the equation:

RTT = %XZ{((MX —t1y) = (35 — 124)) 1)

where n is the total number of distance measurements. From the
calculated RTT value and knowing that radio signals travel at the
speed of light, the initiator derives the distance. For the initiator
to track which timestamps correspond to its measurements and
account for re-transmissions, the responder includes dialog tokens
in its response frames. The first response frame contains a non-zero
dialog token and increases sequentially over consecutive response
frames within the session. The follow-up dialog token is set to the
dialog token of the previous response frame. Setting the dialog
token to zero indicates the last transmission for the burst instance.

Termination. The session terminates implicitly after the last burst
instance as defined by the session configuration parameters. Ad-
ditionally, the specification defines three methods for stations to
terminate a session [7, §11.24.6.6]. The initiator may transmit a new
request with the trigger field set to zero or request a new session
with modified configuration parameters. Similarly, the responder
may transmit a response frame with its dialog token set to zero.
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Table 1: Overview of our distance reduction (©) and enlarge-
ment (Q) attack types, listed with their expected resolution.

Layer Attack Type Effect Resolution
Logical  Inject Response o 1ps
Logical  Replay Session o 1ps
Logical  Replay Final Response © 4pus
Logical  Terminate Session O —
Mixed Replay PHY-Modif. Response ® 100 ns
Physical Replay Overshadow () 1ps
Physical Earlier Path Injection 0 1ps

2.2 Physical-Layer Configuration

An important physical-layer parameter impacting ranging precision
is the signal bandwidth [26], and Wi-Fi FTM allows for a variety of
frequency channel and bandwidth configurations. When available,
stations use IEEE 802.11ac due to its support for wide bandwidths,
implying the usage of Orthogonal Frequency-Division Multiplex-
ing (OFDM) with Binary Phase Shift Keying (BPSK) modulation
and a long Guard Interval (GI). The initiator requests its desired
configuration in the FTM parameters field and is confirmed by the
responder in its first response frame. If the responder agrees to a
wider bandwidth, it switches to the respective channel and band-
width before transmitting its first response frame. An initiator can
learn the supported capabilities by inspecting the beacon frame of
a responder (e.g., the Very High Throughput (VHT) field for IEEE
802.11ac). Prior research performing an accuracy evaluation has
shown meter-level precision using an 80 MHz bandwidth channel
within the 5 GHz spectrum [26]. The standard specifies operation
for up to 160 MHz in bandwidth; however, at the time of writing
no commercially available product supports 80+80 or 160 MHz.

2.3 Wi-Fi FTM Implementation and Support

Wi-Fi FTM is implemented in proprietary firmware and loaded onto
the SoC of a Wi-Fi card, and since implementations are proprietary,
their source code is not available for public analysis by security
researchers. After completing a measurement session, the firmware
passes the result to its respective driver in kernel space. As a result,
only the averaged measurement result is available to applications.

Support for Wi-Fi FTM was introduced in Android 9 [6], and An-
droid 10 introduced the capability for mobile devices to request the
AP location on supported stations, thereby enabling seamless posi-
tioning. Additionally, Google provided an example application [5]
to aid and inspire developers to build positioning, navigation, and
context-aware applications. The Wi-Fi Alliance lists certified de-
vices [3], and includes manufacturers like Qualcomm, Broadcom,
and Intel. Furthermore, researchers find growing support for Wi-Fi
FTM, including APs from popular network device manufacturers
such as Google, Nest, ASUS, Linksys, Eero, and Netgear, though
they may not advertise the capabilities in their beacon frames [25].

3 ATTACKS ON WI-FI FTM RANGING

In this section, we present our security analysis, revealing numerous
weaknesses allowing an adversary to execute a variety of distance
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Figure 2: An adversary can reduce or enlarge the distance by
spoofing response frames with modified ¢1’, t4’ timestamps.

reduction and enlargement attacks. Table 1 lists all attacks by their
layer, and whether it allows for distance reduction, enlargement, or
session termination. Additionally, we list their resolution, that is, the
granularity with which a distance modification can be introduced.

Threat Model. The attacker’s goal is to manipulate the distance
measured between two stations, as derived by the initiator, without
physically displacing the stations. The attacker intends to either en-
large or reduce the measured distance and, in some cases, terminate
the execution of a successful measurement. We assume the attacker
has complete knowledge of the IEEE 802.11-2016 [7] measurement
protocol. We assume a standard Dolev-Yao [13] attacker commonly
used to assess the security of wireless protocols which can transmit,
eavesdrop, intercept, record, and replay arbitrarily strong radio fre-
quency signals. In this paper, we demonstrate that most attacks can
be executed using commercial off-the-shelf hardware (e.g., a cheap
Wi-Fi adapter supporting monitor mode and frame injection). We
assume the attacker executes attacks without physically tampering
with the legitimate stations or modifying their firmware. Finally,
we do not restrict the attacker’s location unless we note otherwise.

3.1 Spoofing FTM Responses

An attacker can spoof response frames and modify their timestamps,
thereby altering the measured distance to any attacker chosen value,
as shown in Figure 2. Notably, an attacker can introduce either
relative or absolute distance manipulations, that is, account for the
victim’s current position and inject relative distance modifications,
or falsify the distance measurement independent of the victim’s
true position. It is straightforward to introduce false measurements
relative to the victim’s true position. For example, the attacker can
capture timestamps from a previous measurement session, modify
timestamp t4 with a relative change, and then replay the results.
However, falsifying the distance independent of the victim’s current
position, and targeting an arbitrary distance, comes with challenges.

3.1.1 Introducing Absolute Distance Manipulations. To introduce
accurate absolute distance manipulations, we need to craft times-
tamps that account for the initiator’s processing time i.e., we need
to estimate the difference between the time-of-arrival t; and time-
of-departure t3. The timestamps are directly impacted by (i) the
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selected physical-layer parameters for radio transmission, (ii) the
length of the frame, and (iii) firmware implementations. First, differ-
ent physical-layer parameters (e.g., bandwidth, modulation scheme,
coding rate, guard interval) yield a different duration for frame
transmission. Second, the response frame’s length determines the
number of symbols needed for transmission, thereby impacting its
duration. Even though theoretically these durations are constant,
the Wi-Fi SoC’s processing times introduce certain variance. To
put in perspective, an additional processing time of merely 1 ns
will result in a distance measurement change of 30 cm. In order to
estimate an initiator’s processing time (i.e., t3 — t2), we present a
novel benchmarking technique using Wi-Fi FTM as a side-channel.

3.1.2  Benchmarking Wi-Fi System-on-Chips. We present a bench-
marking technique which uses Wi-Fi FTM as a side-channel to
estimate the initiator processing time (i.e., t3 — t2). Our technique
is independent of physical properties such as the attacker’s dis-
tance to the initiator and environmental channel effects, and is
stable across reboots of the Wi-Fi SoC. To benchmark a device’s
processing time, we transmit spoofed response frames containing a
set of static timestamps. We can then record the reported distance
measurement and recover the time-of-flight (i.e., (t2 —t1) + (t4 —t3)).
Using the recorded distance and static set of timestamps, we can
estimate the average Initiator Processing Time (IPT) with equation:

AveragelPT = % Z((m' —t17) — ts(2dy)) (2

x=1

where t;” and #4” are our pre-defined timestamps, and ts() converts
a distance d (in meters) into the picosecond time-unit at the speed of
light. Having measured the AverageIPT, an attacker can construct
spoofed timestamps t; and t4 targeting a distance d using equation:

t; =0, ty = AveragelPT +ts(2d) 3)

The AveragelPT’s standard deviation, which is dependent on the
evaluated Wi-Fi SoC, is a good indication of our ability to accurately
craft timestamps. In Section 4.2.2, we show how a low standard
deviation yields spoofed distances achieving meter-level accuracy.

3.2 Replaying FTM Sessions and Responses

The standard does not provide secure replay protection, and due to
its dialog token design, is vulnerable to a variety of replay attacks.
Recall from Section 2.1, the responder chooses a non-zero value for
the initial dialog token and the follow-up dialog token is the value of
the previous dialog token. However, if dialog tokens are constructed
insecurely (e.g., each session starts with a dialog token value of one,
or is consecutive), then they are predictable and allow for response
frames to be replayed in a future session. Notably, an attacker can
now introduce distance modifications without altering the response
frame, highlighting the need for secure replay protection in next-
generation protocol designs (e.g., using a nonce value, session ID).

3.2.1 Replaying the Session. An attacker can replay any response
frame from an earlier session. When stations are mobile, this allows
an adversary to trivially reduce or enlarge the measured distance.
For example, one can reduce the distance by capturing response
frames when the stations are close to each other, replaying them
later, and forcing the same distance measurement independent of

Domien Schepers, Mridula Singh, and Aanjhan Ranganathan

,,,,,,,,,,,,,,, Srrsres
Replayed 1IRSFONE 1114 be > A
Legitimate 777 RESPONSE /27222207,
555 RESPONSE 29500055572

F---t f f f f f F-==l-=--p

’ .
h 7] I3 I3 21 time

Figure 3: An adversary reduces {3 — t; by replaying a response
frame resulting in an earlier t;. Since the responder reports
t4, and not some t;, the initiator measures an enlarged RTT.

the stations’ new location. As such, an attacker achieves meter-level
accurate distance manipulation without modifying any timestamp.

3.2.2 Replaying the Final Response. When stations are stationary,
an attacker can still reduce the measured distance by replaying the
final response frame. Recall the first response frame contains FTM
parameters and optional tagged parameters (e.g., vendor-specific
elements). Consequently, its frame length increases, and therefore
the transmitter requires an additional number of OFDM symbols
depending on the chosen bandwidth. As a result, the round-trip
time of the first measurement exchange is larger than any of the
following. We can exploit this to reduce the measured distance, by
replaying the final response frame. Since the final response frame
has a dialog token of zero, it terminates the session resulting in a
single-shot measurement. The attack granularity is directly related
to the physical transmission parameters and the original first re-
sponse frame’s length. Say, the first response frame needs one extra
OFDM symbol to carry the session parameters, then its transmis-
sion time increases with 4 ps. If we then replay a response frame
without this symbol, we reduce the round-trip time by 4 pus, or a
one-way distance of close to 600 m. Although we have less granular
control over the distance reduction, such an attack will have signifi-
cant implications in a scenario where results are augmenting other
positioning systems such as GPS. Furthermore, this attack proves
successful even when response frames would be cryptographically
protected by the network (e.g., WPA3-Personal), that is, an adver-
sary can jam and acknowledge intermediate response frames such
that only the final response is received and (incorrectly) processed.

3.3 Replaying PHY-Modified FTM Responses

To allow for finer granularity in replay attacks, we present an at-
tack that leverages physical-layer modifications. The attack builds
upon a combination of two findings. First, IEEE 802.11mc does not
provide any guidance on the management of timestamps (i.e., in
anticipation of receiving results from the responder) and how to pro-
ceed upon the receipt of retransmissions. Second, the specification
does not require physical-layer header verification by the receiv-
ing station, and therefore an adversary can replay frames using
different physical-layer parameters (e.g., a different bandwidth).

Attack Outline. Upon receiving a response frame, the initiator
derives t; as the preamble’s time-of-arrival and initiates the trans-
mission of its acknowledgment at time 3. However, an attacker can
force the acknowledgment to be transmitted at an earlier, or later,
time ¢; if the attacker replays the response frame with modified
physical-layer parameters. For example, choosing a short guard
interval instead of a long guard interval reduces the transmission
time by 400 ns for each symbol. We denote this total time difference
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Figure 4: Physical-layer attacks against IEEE 802.11ac result
in an earlier (T4) or delayed (Tp) time-of-arrival estimation.

as ty and illustrate a timeline as seen by the initiator in Figure 3.
However, in order to have a successful attack, we must trick the
responder in sending the expected t4 timestamp. For this purpose,
we exploit the mismanagement of temporarily saved timestamps.
That is, upon receipt of retransmission (i.e., a response frame with
the same dialog tokens), the initiator discards the latter yet ac-
knowledges its receipt. An adversary can exploit this behavior
(i.e., acknowledging a retransmission) and transmit its modified
response frame right before the responder sends its legitimate re-
sponse frame. Since the initiator already received a frame using this
set of dialog tokens, it will discard the legitimate response, keeping
its previous timestamps ¢, and t;. However, the responder receives
an acknowledgment for its response frame and derives t4. Unaware
the initiator discarded its earlier response, the responder shares its
t1 and t4, which will be matched to our falsified té timestamp. Then,
the initiator falsely derives the RTT as follows:

RTT = (ts - t1) — (t; — t) 4

The granularity by which an attacker can introduce distance ma-
nipulations depends on the impact of the modified physical-layer
parameters (i.e., the difference between t3 and ¢;, depicted as t).
Often physical-layer modifications change the number of symbols
needed to transmit the data, or the guard interval between them.
As aresult, they have a low granularity (e.g., one OFDM symbol
results in a modification of 4 ys). Fortunately, the impact is averaged
out across all measurements within the session. Additionally, an
adversary may replay multiple response frames in a session, using
a combination of modifications. Our evaluation in Section 4.2.4
shows we can achieve fine-grained manipulations of up to 100 ns.
Furthermore, this attack proves successful even when response
frames would be cryptographically protected by the network (e.g.,
WPA3-Personal), that is, similar to Section 3.2.2, an adversary can
jam the initiator in order to obtain and replay fresh response frames.

3.4 Physical-Layer Distance Manipulations

Physical-layer distance manipulation attacks exploit a station’s sig-
nal processing chain to control its Time-of-Arrival (ToA) estimation.
An attacker who is capable of manipulating the ToA estimation can
then introduce distance enlargements and reductions.

3.4.1 Receiver Design. The IEEE 802.11ac standard is often referred
to as Very High Throughput (VHT), and in Figure 4(a) we show
its simplified physical-layer frame format. The header’s Training
Fields (TF) are used for gain control, packet detection, and clock
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synchronization. Usage of VHT-LTF for ToA estimation is the pre-
ferred choice in IEEE 802.11ac receiver designs, though a receiver
can combine samples from multiple fields for ToA estimation [20].
The receiver uses either a correlation-based approach or a Chan-
nel Impulse Response (CIR) technique for ToA estimation, both of
which are threshold-based. Although the highest correlation peak
can be used for packet detection and providing correct payload data,
it will not provide accurate distance estimation in multipath and
NLoS scenarios. As shown by the correlation output in Figure 4d,
the multipath component arriving at the receiver with a delay of
Tp has higher power than the direct path. Using the highest peak
would give an incorrect distance estimation. Therefore, receivers
typically search for the direct path in a back-search window (i.e.,
a peak with power above some noise threshold). From [26], we
learn that Wi-Fi FTM’s ranging accuracy in multipath scenarios
can be off by more than 5 m, giving us an indication of the max-
imum distance manipulations we can introduce. For example, if
the measured distance is more than the actual distance, it implies
the receiver has used a multipath for ToA estimation. Similarly, an
underestimated distance measurement indicates the receiver used
a side peak detected during the back-search procedure.

3.4.2  Replay Overshadow Attack. An attacker can achieve distance
enlargement by replaying the legitimate frame with a higher power,
after a delay of Tp (Figure 4b). Wi-Fi FTM uses long OFDM symbols
(= 4 ps per symbol) to represent both header and payload data at the
physical layer. Using Tp = 100 ns, an attacker enlarges the distance
by 30 m. Both the attacker and legitimate signal overlap, and the
receiver cannot distinguish between their arrival time. Even though
the initial samples collected in the time Tp are unaffected by the
attack signal, they are not sufficient to perform ToA estimation
and therefore are discarded as noise. The receiver performs cross-
correlation or CIR estimation using the entire LTF sequence for ToA
estimation. The attack succeeds if the attack signal’s correlation
peak is the highest, and the receiver does not detect the legitimate
peak during back-search, either because the delay Tp is more than
the back-search window or the power of the legitimate peak is
below the noise threshold. Additionally, the receiver detects correct
data for the attacker’s peak as it is a copy of the legitimate signal.

We note replay attack detection techniques have been presented
for ultra-wideband ranging systems [52], where the duration be-
tween two pulses is more than the maximum time a signal takes to
travel from one device to another, and the presence of extra energy
in the channel indicates the presence of the adversary. We cannot
apply such approaches to the OFDM symbol since a significant pro-
portion of the legitimate symbol is hidden beneath the attack signal,
preventing legitimate signal’s detection at the receiver. Therefore, it
is required to redesign the physical layer to enable secure ranging.

Spoofing Acknowledgments. A special case of an overshadow at-
tack is when an attacker takes advantage of the acknowledgment’s
static and known data. An attacker can transmit a spoofed acknowl-
edgment earlier or later and with higher power than the legitimate
frame to modify the round-trip time estimate and, as a result, ma-
nipulate the distance. The attack succeeds as the receiver locks on
to the higher power peak or one of its side peaks for ToF estimation
since the LTF sequence of both legitimate and attack signal overlap.
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3.4.3 Earlier Path Injection Attack. If the back-search algorithm of
areceiver uses a side peak for ToA estimation, the reported distance
measurement may be an underestimate, with an error exceeding the
imprecision of the system [26]. Since these frames report correct
data, it suggests the receiver uses the strongest peak’s arrival time
for packet detection and data recovery, as using a lower-power
side peak’s arrival time results in incorrect data. As such, payload
detection and ToA estimation in Wi-Fi FTM are non-binding; the
receiver uses the highest correlation peak for data detection and
an earlier peak for the ToA estimate. The back-search procedure
is critical for a distance measurement system; otherwise it could
not operate under multipath and NLoS scenarios. An attacker can
exploit the receiver design to perform a distance reduction attack,
that is, insert a peak within the back-search window (Figure 4c).
Since Wi-Fi FTM’s physical-layer receiver design optimizes for both
ToA estimation and data detection, this attack cannot be prevented.

Attack Outline. In order to inject an earlier peak, it is sufficient
to transmit only the header part of the frame, and carefully control
its arrival time and power. Since the preamble of a frame is static
and known, it can be replayed or transmitted early. We consider
the earlier path injection attack successful only when the attacker
introduces a peak within the back-search window, the peak’s power
is between noise threshold and highest peak, and the data is detected
correctly. As such, we have to accomplish two main goals. First,
the attack signal should arrive T4 time earlier than the legitimate
frame at the receiver, and T4 should be smaller than the back-search
window. The signal will not be used for ToA estimation if it arrives
too early or too late. The attacker should know the distance between
the devices and use benchmarking to estimate the transmission
time of acknowledgment frames. This information is sufficient to
predict the arrival time of the legitimate acknowledgment frame,
and the attacker can then transmit the attack signal accordingly.
Second, the attacker should control the attack signal’s power. If
the power is higher than the legitimate signal, the receiver locks on
to the attacker’s peak for packet detection and ranging fails due
to incorrect data. If the power is below the noise threshold, the
signal is not detectable during the back-search procedure. Thus,
the attack signal’s power should be higher than the noise threshold
but lower than the legitimate signal. Though a receiver can choose
a noise threshold in advance, the legitimate signal’s received signal
strength varies depending on the channel condition. Research [38]
has shown the feasibility of predicting received signal strength at a
receiver location in the context of channel-based key establishment.

4 EXPERIMENTAL EVALUATION

In this section, we present the experimental setup and evaluation.

4.1 Experimental Setup and Implementation

We evaluate all commercially available products advertising support
for Wi-Fi FTM, covering a wide variety of smartphones, APs, and
off-the-shelf Wi-Fi cards. As a responder, we test Google Wi-Fi
(Qualcomm IPQ4019), Google Nest (Qualcomm QCS404), Compulab
WILD (Intel AC-8260), and ASUS RT-ARCH13 (Qualcomm IPQ4018),
and as initiator a Google Pixel 4 XL (Qualcomm Snapdragon 855)
smartphone, and Compulab WILD. Figure 5 shows an overview
of these devices. In total, it allows for six distinct setups, all of
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Responding Station

Figure 5: Experimental setup, depicting a Google Pixel 4 XL
and Google Wi-Fi AP as an initiating and responding station.

Table 2: Benchmarking results for each setup, listing their
default response frame size in bytes and standard deviation.

Initiator Responder Size Mean IPT o
Pixel 4 XL  Google Nest 85 85807ns 4ns
Pixel 4 XL Google Wi-Fi 85 85816ns 5mns
Pixel 4 XL Compulab WILD 74 81906ns  5ns
Co. WILD  Google Nest 62 77478ns 36 ns
Co. WILD ASUS RT-ACRH13 62 77433ns 36ns
Co. WILD  Compulab WILD 74 81433ns 36ns

which are configured to a 5 GHz channel with 80 MHz bandwidth
(the default configuration for most devices and enables meter-level
accuracy [26]). We placed all devices in an office environment,
within line-of-sight of each other. For the adversary, we use a TP-
LINK AC600 Archer T2UH Wi-Fi dongle supporting IEEE 802.11ac
with 80 MHz in bandwidth. Physical-layer features such as carrier
sensing remain enabled, and thus we do not require firmware or
driver modifications. As a result, we can implement and execute all
attacks using commercial off-the-shelf hardware. In Appendix A,
we provide detailed implementation and configuration information.

4.2 Protocol-Layer Attack Evaluation

4.2.1 Injecting FTM Responses for Relative Distance Manipulations.
We evaluate relative distance manipulations by placing the stations
20 m apart, 60 cm off the floor, in direct line-of-sight. We then
capture and replay a response frame from a previous session and
reduce timestamp t4 by 100 000 ps, representing a one-way distance
of 15 m. We note t4 is changed by an arbitrary value, and can be
chosen with 1 ps granularity. Evaluating 1 000 sessions against each
setup, we obtain distance reductions between 14.20 m and 15.26 m.
It proves to be a highly effective method to modify the distance,
requiring minimum knowledge about a target station. Similarly, an
adversary can enlarge the distance by increasing the t4 timestamp.

4.2.2  Injecting FTM Responses for Absolute Distance Manipulations.
In order to make absolute distance manipulations, we first have to
benchmark the Wi-Fi card. As we force a single-shot measurement,
we need to benchmark the first response frame. This frame includes
optional fields such as vendor-specific information elements, and
thus has a variable length. We present our benchmarking results
in Table 2 and make a few observations. First, we find that a larger
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Figure 6: An adversary is able to modify the distance with
meter-level precision, as demonstrated with the Google Pixel
4 XL and WILD AP (left) and WILD and Nest AP (right).

frame size results in a higher mean IPT. This is expected, since one
additional OFDM symbol requires an additional 4 us. For example,
with Google Nest we obtain an IPT of 77.4 ps, and similarly, 81.4
us using Compulab WILD, which requires an additional symbol
for its larger frame size (hence a 4 s difference). Second, we find
differences in standard deviation between both Wi-Fi SoC vendors.
Qualcomm results deviate less from the average and thus allow our
attacks to have a higher level of accuracy. Next, we benchmarked
both WILD devices having an Intel AC-8260 card and obtained
similar benchmarking results. Some deviation is expected due to
chip fabrication inaccuracies, as well as the naturally large standard
deviation on the Intel Wi-Fi SoCs. Specifically, we find a maximum
offset of 5 ns or a one-way distance of well under 1 m. Similarly, we
benchmarked two Google Pixel 4 XL smartphones with a Qualcomm
Wi-Fi SoC, indicating an offset of merely 1 ns, which is a better
result due to the low standard deviation present on the Wi-Fi SoC.

We then evaluate the accuracy of our attack, and spoof the dis-
tance of an initiating station between 2 m and 20 m. In Figure 6,
we present our results, showing averages which are off by no more
than 75 cm, having a standard deviation matching the respective
benchmarking results (i.e., the standard deviation of our distance
modification is directly related to the standard deviation of the mean
IPT). As such, we achieve meter-level accuracy using a Google Pixel
4 XL as initiator (i.e., an offset of no more than 5 ns or 1.50 m). Next,
we evaluated the impact of a moving target station using the Google
Pixel 4 XL and Google Wi-Fi. The results vary slightly within the
expected standard deviation, confirming that there are no location
restrictions for the adversary, initiator, and responder.

4.2.3 Replaying FTM Sessions and Responses. We evaluate the ses-
sion replay attack between the Google Pixel 4 XL and the Google
Wi-Fi AP. The session was captured with the devices placed 4 m and
20 m apart in line-of-sight with the Pixel 4 XL reporting 3.82 m and
20.27 m respectively. We then replay all measurement results of the
captured session, where the position of the adversary is arbitrary,
since frames are replayed without modifying their timestamps. Ad-
ditionally, the legitimate response frames of the responder are not
impacting our results, as its frames are discarded by the initiator
due to replay detection. When replaying the captured sessions, we
obtain a result of 1.72 m and 19.40 m respectively. Some offsets
are expected due to the standard deviation of the Wi-Fi SoCs, and
proves successful with both Intel and Qualcomm-based stations.
We then evaluate replaying the final response frame. The Google
Pixel 4 XL using a Qualcomm SoC is not suitable for this attack since
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Table 3: Replaying a response frame with physical-layer mod-
ified parameters results in falsified round-trip times, and
allows for various distance reduction and enlargements.

Modified PHY Parameter Avg. RTT Avg. Distance
Baseline 104 ns 15.61m
20 MHz Bandwidth -25848 ns -3877.20 m
40 MHz Bandwidth -9841 ns -1476.09 m
Short Guard Interval 921 ns 138.14 m
QPSK 1/2 Modulation 4113 ns 616.92 m
16-QAM 1/2 Modulation 6105 ns 915.73 m
256-QAM 5/6 Modulation 6102 ns 915.29 m

it discards large negative measurement results and instead reports
a failed session. Therefore, we evaluate stations using Intel Wi-Fi
SoCs. Specifically, we use the Compulab WILD as an initiator and
the Compulab WILD and ASUS RT-ARCH13 as responders. Their
response frames have a different size and require a different number
of symbols for transmission. We evaluate the attack by running
1000 sessions on each of the devices. Using the ASUS RT-ARCH13
and Compulab WILD, we see the round-trip time decrease by 3.99
us and 8.02 ps respectively i.e., a distance reduction of 598.62 m and
1,201.58 m respectively. This round-trip time reduction is expected
as the results map to the duration of one and two OFDM symbols.

4.2.4 Replay Attack with Physical-Layer Modifications. We config-
ure the Compulab WILD and Google Nest to run distance measure-
ments using ASAP=1 and SPB=3 on a 80 MHz bandwidth channel.
In Table 3, we present a baseline using the default physical-layer
configuration of a long guard interval, BPSK 1/2 modulation, and
a single spatial stream, where the measured distance is 15.61 m.
Under this configuration, transmission of the first response frame
requires 4 OFDM symbols since it is 62-bytes in size (as listed in
Table 2). We now evaluate 1000 sessions where we replay a re-
sponse frame using a modified physical-layer configuration. For
example, when we select a short guard interval, t3 reduces by a
value of 4 * 400 ns = 1600 ns increasing the estimated in-flight time
of the wireless signal, thereby enlarging the measured distance. We
observe an additional 800 ns to the RTT value, which is expected,
since our modification is averaged over two measurements (i.e.,
SPB=3). Similarly, a change in bandwidth or modulation will require
a different number of symbols and result in a distance modifica-
tion of a multiple of 4 ys. For example, QPSK 1/2 requires 2 OFDM
symbols, and thus enlarges the RTT by 8 ys (or 4 ps averaged).
We note that, in order to be successful, the spoofed response
frame has to be injected within a small time window before the
legitimate response frame. Empirical results show the time window
is around 1.5 ms. Achieving this level of accuracy using commodity
hardware is hard, though can be solved by repeatedly transmitting
the spoofed frame, such that one is likely to fall within the window.
This trick has no negative impact on the overall attack success ratio.

Increasing Granularity. Multiple physical-layer parameters can
be modified to increase the granularity of the modified distance.
Similarly, replaying one response frame in a session with a higher
SPB will increase the granularity since the impact is averaged over
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several measurements, and thereby yield more realistic results. For
example, we placed a Google Pixel 4 XL and Google Wi-Fi 20 m
apart, using a SPB=8 and 80 MHz default configuration. We now
replay a frame with a short guard interval, 20 MHz bandwidth, and
16-QAM 1/2 modulation, and successfully reduce the distance from
an average 20.24 m to a more fine-grained 2.40 m.

4.3 Physical-Layer Attack Evaluation

In physical-layer attacks, an attacker interferes with the legitimate
signal at the sample level and exploits ToA estimation techniques
implemented in Wi-Fi FTM receivers. For accurate ToF estimation,
the receiver typically uses the highest correlation peak for data
detection and an earlier peak with power above some threshold
for ToF estimation. To access sample-level information, we per-
form a MATLAB simulation of the IEEEs 802.11ac VHT waveform
with a TGac fading channel (Model-B). We use VHT-LTF train-
ing sequences for ToF estimation and a back-search window of
100 ns. Results are shown for BPSK modulation and a legitimate
signal-to-noise ratio of 20 dB, a typical channel condition for LoS
communication. Figure 7a shows side peaks within the back-search
window to the highest peak power distribution. The receiver has to
choose the noise threshold’s value to differentiate the direct path
signal from the side peaks based on the power distribution. In this
particular receiver design, setting the noise threshold to 0.6 mini-
mizes the false positives. Using lesser values trigger the detection of
side peaks as an earlier path, and setting a higher value misses the
direct path; in both conditions, the distance estimation is incorrect.

4.3.1 Replay Overshadow Attack. In a replay overshadow attack,
the attacker replays a signal with a higher power, after a delay of
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Tp. The attacker succeeds in a distance enlargement if the receiver
uses its signal for ToA estimation and data detection. As shown
in Figure 8a, the attack signal has no bit error if its power is three
times (~ 4.8 dB) higher then the legitimate signal. The attack signal
should have sufficient power to overshadow the legitimate signal
to prevent its detection; it does not need to jam or saturate the
receiver to prevent legitimate signal detection. If the attack signal
has enough power, the back-search window does not have any
bearing on this attack, and the attacker can choose the delay Tp to
be smaller or higher than the back-search window.

4.3.2  Spoofing Acknowledgments. An attacker can spoof acknowl-
edgment frames, since it contains static data, and the MAC address
of the responder is known in advance. We configure the Compu-
lab WILD initiator to the same MAC address as our adversarial
Wi-Fi dongle. As such, the adversary as well as legitimate station
acknowledge response frames. If both signals arrive at the receiver
with a certain time difference, then the strongest signal is used for
ToF estimation. Using WILD as initiator, we can evaluate the attack
against the Google Nest, WILD, and ASUS APs. In Figure 8b, we
plot results for the ranging session between the WILD and Google
Nest AP. In absence of an adversary, the initiator reports a distance
of 29.84 m and a standard deviation of 0.25 m. As the adversary
starts acknowledging frames, and moves towards the AP, we find
the reported distance decreases accordingly. Specifically, we obtain
distances which deviate at most 1.47 m from the true distance be-
tween the adversary and AP (Figure 8b). As both the legitimate
and attacker signals have the same transmit power, the receiver
uses both signals, side peaks, and peaks due to the constructive
multipath components for the ToF estimation; therefore, we ob-
serve a notably higher standard deviation of up to 11.58 m. These
findings expose a fundamental flaw in the protocol design, whereby
an adversary capable of acknowledging response frames can effort-
lessly introduce distance modifications. Wi-Fi FTM MAC address
randomization can prevent a weak adversary from acknowledg-
ing response frames in a timely manner, however, a fundamental
solution would require the protection of acknowledgment frames.

4.3.3 Earlier Path Injection. An earlier path injection is successful
if the attacker injects a signal (i.e., frame header) within the back-
search window, with its power under certain thresholds. Figure 7b
shows the success probability for different signal strengths, assum-
ing the signal arrives within the back-search window. A low power
signal is discarded as noise, and a higher power distorts channel es-
timation and prevents data detection. The attack is successful only
when an earlier peak inserted by the attacker is used for distance
estimation, and the legitimate signal is used for data recovery.

4.4 Discussion

Throughout the paper, we presented and evaluated a wide-variety
of attacks against Wi-Fi FTM. We now discuss firmware-specific
findings, attack success ratios, detection techniques, and how an
adversary can target several access points in a localization system.

4.4.1  Firmware-Specific Findings. Throughout our analysis, we
evaluated a variety of firmware versions, and observed firmware-
specific findings. In Table 4, we present an overview of all initiators.
First, some filter distance measurement results that are not within
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Table 4: Overview of Wi-Fi FTM initiators and supported
firmware, accepted measurement range, and common flaws.
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predefined bounds. For example, the Google Pixel 4 XL (Qualcomm
Snapdragon 855) discards distances below -22.5 m and marks the
session as failed. Without filter, an adversary can spoof RTTs up
to the limit of its underlying representation (e.g., a 4-byte signed
integer). Even when bounds are put on the RTT, our evaluation
shows numerous attacks remain successful. Second, we found none
perform physical-layer verification and all allow for retransmis-
sions (Section 4.2.4). Third, we found only the latest Intel AX-200
firmware versions perform Min Delta FTM window verification
(i.e., a response frame can only be sent within the expected time
window), though does not limit us since frames can be sent repeat-
edly until one is sent within the window. Finally, all stations are
vulnerable to denial-of-service attacks, as discussed in Appendix B.

4.4.2  Success Ratio. In our protocol-layer attacks, we often force a
single-shot measurement session, discarding legitimate results. It
requires we inject a response frame before the first legitimate mea-
surement result, which is sent after a Min Delta FTM time window.
As this value increases, an adversary receives a larger time window
to inject frames, and hence has greater odds for a successful attack.
As such, the true distance between stations, and the adversary loca-
tion, becomes arbitrary. Put differently, the precise arrival time of
the spoofed response frame has no impact on the derived distance.
We find that a Min Delta FTM of 1.80 ms is sufficient to achieve over
98% success ratio using commodity hardware, where any failures
are due to our NIC not capturing all requests (thereby not initiating
the attack) and variable processing times (e.g., host machine). Said
time window is present in all evaluated devices and configurations.

4.4.3 Detection Techniques. The victim may detect an attack for a
variety of reasons, for example, two response frames for the same
dialog token are received. In order to prevent this, an adversary can
jam the legitimate frame using commodity hardware [58]. Next,
Channel State Information (CSI) may be used to detect spoofed
frames, for example, RSSI [15]. However it is not foolproof since the
legitimate station can still be mimicked [17]. In any event, without
fundamental security enhancements, the victim remains unable to
determine which of the frames is legitimate, and therefore may be
forced to discard the session, effectively causing a denial-of-service.

4.4.4 Localization Systems. Wi-Fi FTM-based localization systems
can be built using, for example, a multilateration algorithm [30].
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Assuming a victim performs distance measurements with several
APs, its position can still be trivially spoofed. That is, an adversary
introduces relative distance measurements with each client-AP pair.
Practically, there is no increase in complexity, as each measurement
session occurs non-concurrently on already-known radio channels.

4.4.5 Cryptographic Protection. Prior works on secure ranging
systems demonstrated that protecting exchanged data is insufficient,
in addition, one needs to protect the measurement exchange [11, 53].
As a result, using typical network protection (e.g., WPA3-Personal)
is insufficient to fundamentally secure the protocol. We highlighted
this in several of our attacks, for example, in Section 3.2 and 3.3 we
presented replay attacks which succeed even if frames are protected.
Furthermore, a typical pre-shared key network configuration would
be futile since an adversary can recover the encryption key if the
passphrase is known (e.g., an indoor shopping center network).
Finally, in Section 3.4, we presented physical-layer attacks which
are effective even when the data-layer would be secured. Therefore,
in Section 5.2, we discuss the physical-layer limitations in securing
Wi-Fi FTM, and present approaches for securing next-generation
distance measurement protocols (e.g., secure channel estimation).

5 APPROACHES AND LIMITATIONS FOR
SECURING THE WI-FI FTM PROTOCOL

In this section, we present recommendations to increase Wi-Fi FTM
security, and discuss the physical-layer limitations and challenges.

5.1 Firmware Recommendations

The following recommendations improve the resilience of Wi-Fi
FTM to distance modification attacks and can be implemented in
the firmware without any specification modifications. First, the
initiator needs to verify the received response frames’ MAC and PHY
header fields i.e., the fields influencing frame demodulation, decod-
ing, and processing times (e.g., bandwidth, modulation scheme,
coding rate, and guard interval) and discard measurements that do
not match the negotiated session parameters. Second, the initiator
can add a random time delay before transmitting an acknowledgment,
artificially enlarging the RTT by a value known only to the initia-
tor. It prevents benchmarking of Wi-Fi SoCs and renders replayed
sessions and responses inaccurate. Third, an initiator is incapable
of differentiating replayed frames from a responder or a poten-
tial attacker. As a safety precaution, the measurement result from
replayed response frames should be discarded, even for legitimate
retransmissions, resulting in the protection against (physical-layer
modified) replay attacks. Fourth, the initiator should put a lower and
upper bound for valid measurement results (for example, [-10,100]
m), and filter out those exceeding them. Specifically, each individ-
ual measurement result should be filtered, such that large distance
modifications are no longer averaged out over a session. Fifth, MAC
address randomization should be mandatory, at least within a suffi-
ciently large subnet to avoid predictability. This forces an adversary
to perform real-time attacks since these addresses can no longer be
predicted or re-used. Finally, the responder should respond using a
random initial dialog token. Sequential dialog tokens are insufficient,
as an adversary can send an arbitrary number of anonymous re-
quests to increase the local token counter, quickly forcing it to roll
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over. Though tokens are only one byte in size, a random value will
lower its predictability and tighten any response time requirements.

5.2 Physical-Layer Limitations and Challenges

Since cryptographic protection of data does not prevent physical-
layer attacks, a system’s security depends on its radio receiver
design and implementation. For example, the overshadow and early
path injection attacks presented in Section 3.4 take advantage of the
receiver’s inability to estimate the channel correctly and securely.
When stations have perfect knowledge of the channel between
them, the receiver can eliminate the attacker signal from its time-
of-arrival estimation, since the attacker signal will appear to be
a multipath. Similarly for an early path injection attack, the at-
tacker may succeed in injecting an earlier path in the header fields,
however will fail to inject the correct payload without distorting
the physical layer’s energy distribution. Since Wi-Fi FTM OFDM
symbols have repeating sequences (e.g., a cyclic prefix), an attacker
still needs to guess the symbol’s remaining part without making
any detectable energy distortions. Only when perfect channel es-
timation is possible for an OFDM-based system, can it be secured
against the physical layer attacks we presented within this paper. To
summarize, systems remain fundamentally vulnerable in scenarios
where multipath cannot be estimated securely and accurately.

Wi-Fi Next Generation Positioning. The IEEE formed a task group
to build and standardize a new positioning standard, referred to as
Wi-Fi Next Generation Positioning (Wi-Fi NGP; IEEE 802.11az [28]).
To date the standard remains under development, is not publicly
available, and is expected to be published no earlier than 2023. Based
on documents published on the task group website, a technique
for secure time-of-arrival estimation is to be adopted. Specifically,
they propose that time-of-arrival estimation is performed using
BPSK modulated OFDM symbols, which are constructed using
cryptographically generated bits, adapted to remove any repeating
sequences; for example, the cyclic prefix is replaced with zero-
padding. Attack detection then depends on the receiver’s ability
to estimate the channel correctly and securely. For example, if the
residual energy is higher than a threshold after removing power
coming through multiple paths, an attack is detected. As Wi-Fi
FTM and Wi-Fi NGP’s security may depend on secure channel
estimation, we recommend next-generation protocols to explore
the possibility of secure channel estimation under different channel
and attacker models. Channel estimation is a well-studied topic;
however, secure channel estimation is not yet possible opening
the space for further research. For example, a MitM adversary can
control the channel [14], especially when one or more devices can
move and channel behavior is unpredictable for the receiver.

6 RELATED WORK

The recent increase in the number of ranging application require-
ments has resulted in the development and deployment of various
wireless ranging and localization technologies, including safety-
and security-critical applications. The majority of these ranging
technologies were shown to be vulnerable to attacks ranging from
simply relaying the signal between honest nodes to injecting mes-
sages at the physical layer with severe implications, e.g., make
fraudulent contactless payments [19, 49], steal a car [18], and spoof
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entire locations [56, 60]. Clulow et al. [12] introduced physical-layer
attacks such as early detect and late commit, demonstrating the
importance of symbol structure in realizing secure ranging sys-
tems. Several studies evaluated the feasibility of these attacks on
ISO 14443 RFID [16], UWB-IR [41, 42], chirps [45], and low-power
standards such as ZigBee [39].

The ubiquitous availability of Wi-Fi networks prompted the
design and development of several Wi-Fi-based ranging and po-
sitioning techniques [31, 32, 34-36, 50, 59, 61, 63]. After the in-
troduction of Wi-Fi FTM into IEEE 802.11-2016 and several stud-
ies [10, 26, 62] indicating meter-level accuracy in low-multipath
environments [24, 26], Wi-Fi FTM has seen adoption in numerous
systems [8, 21, 27, 29, 48, 51, 64], with notable applications such as
indoor positioning [10, 30, 37, 62] and vehicular positioning [27].
Furthermore, positioning requirements for next-generation wireless
networks [28] are currently being defined based on Wi-Fi FTM. The
lack of a thorough security analysis of Wi-Fi FTM has paved way
for its use in security-critical scenarios such as network onboarding
of Internet of Things (IoT) devices [33] and is also a key feature of
Wi-Fi Aware, a neighbor-aware networking protocol said to pro-
vide benefits such as geofencing [4]. This highlights the importance
of our work, since to our knowledge, there is no prior security
evaluation of Wi-Fi FTM. In this work, we take the first step to real-
izing a secure Wi-Fi ranging system by understanding the security
issues of Wi-Fi FTM and proposing measures to address them in
next-generation systems. Although attacks on other ranging tech-
niques described previously apply to Wi-Fi FTM, there are attacks
specific to the Wi-Fi design that we demonstrate in this work. For
example, Wi-Fi supports multiple bandwidth and guard interval
configurations, resulting in distance modification attacks, as shown
in our work. Such an attack does not apply to secure-UWB ranging
systems, as these generally use fixed bandwidth and use secure sym-
bol structure [1]. Secure ranging systems [43, 44, 46, 47, 52, 53, 55]
proposed in prior work are often based on the concept of distance
bounding [9] and impose tight processing timing constraints. They
also require the use of specialised signals that are largely unsuitable
for integration with Wi-Fi, further motivating our study. Finally, we
note a few industry patent applications have proposed secure out-
of-band channels to share unique dialog tokens and nonces [54, 57],
or share timestamps in protected range reports [2].

7 CONCLUSION

In this paper, we performed the first security analysis of Wi-Fi Fine
Timing Measurement (Wi-Fi FTM). We identified weaknesses on
both the logical and physical-layer, and presented a wide variety of
attacks which allow an adversary to introduce distance reductions
or enlargements without physically displacing the stations. We
evaluated commercial access points, smartphones, and off-the-shelf
Wi-Fi cards from various vendors, and demonstrated we can modify
the distance to any attacker-chosen value with meter-level preci-
sion. Finally, we presented security recommendations for protocol
designers and firmware developers to aid in the development and
implementation of secure next-generation positioning protocols.
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A CONFIGURATION AND IMPLEMENTATION

Using Wi-Fi FTM on off-the-shelf hardware can be tedious. In order
to increase the reproducibility of our work, we provide additional
information on the implementation of our code, as well as the
configuration of available hardware. Additionally, we publish a
Github repository ! bringing together all our Wi-Fi FTM experience.
We provide instructions on how to use and customize relevant
software (e.g., iw, drivers), how to configure Wi-Fi FTM APs, track
Wi-Fi FTM support, vulnerabilities, and security patches over time.

Configuration. Wi-Fi FTM is supported on off-the-shelf Wi-Fi
cards from Intel, and requires certain driver and firmware releases.
In order to use the Intel AC-8260/8265, we configured an NVIDIA
Jetson Nano (kernel version 4.9.140) and backported its iwlwifi dri-
ver to release Core 33, and used a patched iw version [26] to run
Wi-Fi FTM commands (e.g., initiate a new session). With iw version
5.0 and up, there is build-in support for Wi-Fi FTM commands,
however its usage requires a recent Linux kernel. In order to use
the Intel AX-200, we recommend upgrading to a recent Linux ker-
nel (version 5.0.0 and up), supporting iw version 5.0 and up, and
backporting the driver to release Core 50, which supports firmware
version 53, its first to support Wi-Fi FTM. In order to use the latest
firmware versions 55, 57, 58, and 59, one must upgrade to Core 56.

Implementation. Given the need for a high response time, all im-
plementations are written in C. The Network Interface Card (NIC)
can be configured to receive and inject frames using the libpcap
library, and proves to be sufficient for successfully executing the
attacks. We use Android’s WifiRttScan-example [5] for the Google
Pixel 4 XL to inspect the measurement results reported by an initia-
tor. For Intel SoCs, we use a patch to Linux’s iw command [26]. Intel
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and Qualcomm SoCs report the final session result only, and there-
fore we can not inspect individual measurements. The results come
with a status code, and we find at least one successful measurement
will result in a successful session. As such, user-level applications
will observe successful sessions, even if an adversary forces mali-
cious single-shot measurements. When replaying frames, one can
ignore IEEE 802.11 MAC header sequence numbers. Often these
are checked in driver or kernel space, and since Wi-Fi FTM frames
are not passed outside firmware space, we will avoid any sequence
number check. Finally, we note all devices convert round-trip times
to a distance using a simplified speed of light value of 3 - 108 m/s.

Advertisements. We find not all access points advertise support
for Wi-Fi FTM (e.g., ASUS RT-ARCH13 AP), however do respond
to measurement requests. Since Android only initiates a session
if support is explicitly advertised, we have to bypass a restriction.
Fortunately, we can trivially trick the smartphone by spoofing
beacon frames sent from the AP with the Wi-Fi FTM-Responder
bit set (i.e., extended capabilities information field bit number 70).

B DENIAL-OF-SERVICE ATTACKS

Wi-Fi FTM initiating and responding stations are subject to trivial
Denial-of-Service (DoS) attacks. An attacker can target the initiator
either by injecting a spoofed response frame with the status indica-
tion field in the configuration parameters set to three (indicating a
failed request) or transmit a response frame with the dialog token
set to zero. Similarly, we can target the responder by injecting a
spoofed request frame with the trigger field set to zero, or request
new session parameters. If new parameters are requested, the re-
sponder will terminate the session and start fresh with the new
parameters. To be effective, the adversary can request only one
measurement per burst (i.e., the responder transmits only the first
response frame without timestamps) or request a configuration that
is not supported by the initiator (e.g., a wider bandwidth). Injecting
the spoofed termination frame before the responder transmits mea-
surement results will result in a DoS. This approach is more efficient
than jamming since it requires the injection of only a single frame
per measurement session. Additionally, the attacker can configure
parameters in a response frame with a time-out interval of up to 32-
seconds in which the initiator is not allowed to make new requests.
Furthermore, an attacker may terminate the session after the first
measurement result, and as such force a single-shot measurement
session. As such, the initiator has to rely on a single measurement
only. This proves useful for our attacks, as it keeps session results
from being tainted by legitimate measurement results.

Evaluation. Terminating the measurement session works suc-
cessfully against all tested devices. This is an expected result, since
we leverage features as defined by the specification. To initiate the
attack, an adversary needs to capture only the request frame and
obtain the randomized MAC address of the initiator. Then, we can
immediately transmit the termination frame and have a sufficiently
large time window (i.e., Min Delta FTM) to succeed. Practically, we
achieve a success ratio of over 98% against all devices. However,
terminating the ASUS RT-ARCH13 AP with a spoofed request frame
crashes the access point and thus could not be properly evaluated.
This bug was reported to the vendor and has now been patched.
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