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ABSTRACT

Aviation datalink applications such as controller-pilot datalink
communications (CPDLC) and automatic dependent surveillance-
contract (ADS-C) were designed to supplement existing communi-
cation systems to accommodate increasing air traffic. These applica-
tions are typically used to provide departure clearance, en-route ser-
vices such as altitude and flight plan changes, air traffic surveillance
and reporting, and radio frequency assignments. Unlike most at-
tacks proposed so far where the attacker influences decision-making
through manipulated instruments, attacks on aviation datalink pro-
vide adversaries with a new attack vector to influence the flight
crew’s decision-making through direct instructions. In this work,
we perform a security analysis of these applications and outline the
requirements for executing a successful attack. Specifically, we pro-
pose a coordinated multi-aircraft attack and show how an adversary
capable of spoofing datalink messages and reactive jamming can
influence the flight crew’s decision-making. Through geospatial
analysis of historical flight data, we identify 48 vulnerable regions
where an attacker has a 90% chance of encountering favorable con-
ditions for coordinated multi-aircraft attacks. Next, we implement
a reactive jammer that ensures stealthy attack execution by target-
ing messages from a specific aircraft with a reaction time of 1.48
ms and 98.85% jamming success. Even though by themselves these
attacks have a lower probability of endangering the safety of the air-
craft, the threat is magnified when combined with attacks on other
avionics. Finally, we discuss the possibility of executing integrated
attacks on aircraft system as a whole emphasizing the importance
of securing individual components in the aviation ecosystem.
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1 INTRODUCTION

Air traffic controllers (ATC) ensure the safe and efficient flow of air
traffic on the ground and during flight. ATCs frequently provide
instructions and receive reports from the aircraft present in their
airspace. In 2021, ATCs around the world handled more than 19
million flights [25] !. Traditionally, all instructions and reporting
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took place over voice communication channels. However, with the
increasing air traffic density, voice communication channels are
becoming a bottleneck. For example, according to Boeing 2, it can
take up to 20 to 45 mins to make a position report through the voice
channel, i.e., waiting for one’s turn to interact with the ATC in
congested airspace directly impacting the flow of air traffic. Noisy
radio frequency channels further force the aircraft to be operated
at sub-optimal altitude and speeds. In fact, such drawbacks of voice
communication have led to several accidents [50].

As aresult, there are several ongoing efforts (e.g., NextGen in the
US [21]) to modernize air transportation systems across the world
using new technologies with the goal of increasing the safety, effi-
ciency, and resiliency of the global airspace. One of the technologies
is the controller pilot data link communication (CPDLC) which en-
ables the exchange of messages between the pilot and the ATC. The
ATCs can issue flight plan updates, altitude and speed changes, ra-
dio frequency channel assignments, etc. to the pilots using CPDLC.
CPDLC also allows pilots to respond to messages, request new
clearances, or simply report statuses back to the ATC. Even though
CPDLC and ADS-C are complementary systems to voice communi-
cations and are used for strategic and non-emergency communi-
cations, their importance is increasing and in some scenarios, it is
replacing voice communications. Moreover, today, certain airspaces
require the aircraft to be equipped with aviation datalink capabil-
ity [1, 11]. Over the years, the adoption of this datalink has enabled
the controllers to reduce aircraft separation by being able to al-
low more aircraft to share the airspace. To date, aviation datalink
applications have saved 2.28 million minutes of radio time [41].

As compared to popular aviation systems like instrument land-
ing system (ILS) [53], automatic dependent surveillance-broadcast
(ADS-B) [17, 54, 63], global positioning system (GPS) [65, 67], and
collision avoidance systems [61], only a few works have explored
the security aspects of aviation datalink. Most notably, [59, 70]
lay down strategies to exploit the lack of authentication, however,
they do not elaborate on the feasibility and impact of the attack.
Furthermore, the attacks proposed in the above works can be triv-
ially detected, and the requirements of introducing stealthy CPDLC
manipulation were not considered. Also, there exists no proof-of-
concept implementation and evaluation of the attacks. To this end,
in this work, we make the following contributions.

e We systematically analyze the security guarantees of of-
ten overlooked aviation datalink applications and present a
spoof and jam attack strategy to inject malicious messages
stealthily. We demonstrate strategies that manipulate com-
monly used message elements like transponder codes, instru-
ment calibration settings, departure clearances, and voice
contact frequencies to influence the crew’s decision-making.

Zhttps://www.boeing.com/commercial/aeromagazine/aero_02/textonly/fo02txt.html
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e Next, we propose a coordinated attack that targets multi-
ple aircraft with intersecting trajectories. We craft CPDLC
messages with appropriate altitude and optionally waypoint
change instructions to force multiple aircraft to cross each
other at the same altitude.

o To facilitate these attacks we implement and evaluate an air-
craft communications, addressing, and reporting system
(ACARS) message spoofer and a reactive jammer. The reac-
tive jammer can achieve a 1.48 ms reaction time and 98.85%
jamming success. Thus allowing the attacker to avoid de-
tection. To the best of our knowledge, this is the first work
presenting a reactive jammer for aviation datalink applica-
tions using the ACARS network.

o We analyze air traffic data from 2021 and identify 48 regions
with a 90% chance of spotting at least one such intersection
in a day. A condition that is favorable for coordinated attacks.

Aviation datalink applications complement existing communication
and surveillance systems. An advantage of datalink attacks is that
they can directly provide instructions to the flight crew and are
most effective when combined with attacks on other avionics.

2 BACKGROUND

Aviation datalink encompasses technologies that provide a direct
controller-pilot datalink and enable safe, efficient, and accurate
operations. Aviation datalink applications are based on two ma-
jor implementations: i) Traditional ACARS network or ii) modern
aeronautical telecommunications network developed by the inter-
national civil aviation organization (ICAO) and adopted by Eu-
rocontrol as the primary datalink infrastructure [2]. ACARS is a
communication system that links aircraft with ground stations. Pri-
marily, ACARS uses very high frequency (VHF) Datalink Mode A/0
physical layer technology to deliver messages. VHF radios strictly
require line-of-sight operations. This limits VHF coverage only up
to 200 miles. To overcome the coverage limitation of VHF radios, an
HF datalink, and SATCOM links were added to the ACARS network.
Initially, ACARS was used to exchange data like weather infor-
mation, aircraft maintenance reports, gate assignments, and passen-
ger information with the airline’s operational control. Support for
datalink applications that provide air traffic control services was
added under the future air navigation systems (FANS) structure
conceptualized by ICAO; Boeing developed FANS 1, after which
Airbus developed FANS A. These systems together are referred to
as FANS 1/A [24]. FANS 1/A applications are designed to utilize
existing ACARS networks. They support VHF Datalink Mode A/0
transmissions used by traditional ACARS applications for domestic
and oceanic operations and newer VHF Datalink Mode 2.
Aeronautical telecommunications network (ATN) is a network
of interconnected systems that efficiently facilitate the exchange of
information between concerned entities through ground-ground
and air-ground sub-networks. Unlike FANS 1/A, ATN baseline 1
(B1) provides a CPDLC implementation that supports only the VHF
Datalink Mode 2 for message transmission. However, in the future,
there are plans to adopt an IP-based network to further improve
message delivery and integrity. As part of their Single European Sky
initiative, Eurocontrol has adopted ATN B1 as the primary datalink
implementation. ATN B1 operations are restricted to Europe. On
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Figure 1: A graphic representation of aviation datalink
ecosystem and its various components. The ground station
radios use either the ACARS network or ATN. However, there
are systems that support both networks.

the other hand, FANS 1/A is the primary datalink implementation
adopted in America and most other places. Figure 1 provides a
graphical representation of the aviation datalink ecosystem.

Both implementations are supported by two major datalink ap-
plications, CPDLC and ADS-C. Even though these networks are not
interoperable, avionics are designed to provide a seamless transition.
These applications provide a direct communications link between
a pilot and ATC and enable the transmission of ATC commands
and surveillance messages more efficiently. CPDLC is a data link
that enables air traffic controllers and pilots to exchange messages
traditionally sent over voice channels such as en-route services,
flight plan amendments, departure clearances, and instructions to
execute specific instructions maneuvers like changing the altitude.
Not to be confused with ADS-B, ADS-C is a system where an air-
craft initiates a contract with one or more Air Traffic Services Unit
(ATSU) and periodically sends out various reports that contain the
aircraft’s position, speed, altitude, route predictions, airframe data,
and meteorological data to one or more ATSU. It is important to
note that ATN B1 does not support ADS-C application [26]. This
work focuses on FANS 1/A applications and targets specific CPDLC,
and ADS-C messages exchanged using the ACARS network. ATN
B1 and FANS 1/A support different message sets. However, these at-
tacks can be used against ATN B1 applications with some changes.

3 SECURITY ANALYSIS OF AVIATION
DATALINK APPLICATIONS

3.1 Attacker Goal and Assumptions

We consider an attacker capable of intercepting, injecting, and
reactively jamming ACARS messages. The attacker has certain
physical layer restrictions like transmit power and radio coverage.
VHF signal reception requires strict line-of-sight communication;
this restricts the coverage of an attacker. For example, even though
an attacker with a radio set located on the ground can communicate
with a high-flying plane that is 400 km away, being closer to the
ground, it can only communicate with an air traffic controller 15 to
30 km away. However, the attacker can use high-flying drones to
increase radio coverage. Furthermore, to better plan the attack and
determine an optimal location, we consider that the attacker has
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Figure 2: A graphical representation of the proposed attack.
Real-time flight monitoring and trajectory prediction allow
the attacker to plan the transmission of fake ACARS mes-
sages. The reactive jammer transmits a jamming signal to
prevent the ATSU from receiving the response.

access to historical and live air traffic data through services like
Opensky network [55], FlightAware, or live over-the-air ADS-B
transmissions. The attacker is equipped with a software-defined
radio (SDR) capable of transmitting and receiving VHF voice signals
and ACARS signals that use airband frequencies from 118 MHz to
137 MHz. For example, commercial off-the-shelf SDRs like USRP
B210, HackRF, PlutoSDR, and LimeSDR. Minimum cost of the attack
will be roughly $864, PlutoSDR [6] ($199), VHF Antenna [3] ($85
x2), and VHF amplifier [7] ($495). Optionally an attacker can use
more sophisticated devices which will increase the cost.

In existing attacks on various avionics, the attacker aims to influ-
ence the flight crew’s decision-making by attacking various naviga-
tion and surveillance aids. The proposed datalink attacks provide a
more direct way of manipulation through targeted instructions in
the form of CPDLC messages which can jeopardize the aircraft’s
safety and security. For example, forcing the flight crew to change
the flight path that brings their aircraft close to a passing aircraft
or providing them with incorrect instrument calibration values.
An attack is considered successful if the flight crew accepts the
CPDLC messages and executes the malicious instructions. Figure 2
provides a graphical representation of a generic attack scenario and
various components required for a successful attack.

3.2 Attack Prerequisites

To spoof CPDLC messages, the attacker needs to know the identity
of the aircraft’s current data authority (CDA). It is the ATSU that is
currently authorized to send CPDLC commands to the aircraft. An
aircraft will accept CPDLC commands only if issued by an ATSU,
designated as the CDA. Commands from any other ATSUs are
rejected by the onboard software, and the aircraft will automatically
send a DM63 - NOT CURRENT DATA AUTHORITY message [27]. To
execute specific multi-aircraft attacks, the attacker will also require
route predictions and position estimates to calculate the closest
point of approach necessary for determining the time of the attack.

CDA Identity: An aircraft supports two connections at any time,
one active and one inactive connection. It establishes an active
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Figure 3: A sequence of CPDLC connection management
messages exchanged between the aircraft and multiple AT-
SUs. The aircraft follows this sequence of messages until it
reaches its destination.

connection after completing the logon and the connection proce-
dure. Figure 3 shows the sequence of CPDLC messages exchanged
during these procedures. Before departure, the flight crew initiates
the logon procedure by entering the ATSU’s ICAO identifier. After
receiving the logon request, the ATSU correlates the flight plan
and responds with a logon confirmation, followed by a connection
request. The ATSU automatically rejects the logon request if the
flight plan correlation fails [28]. If the aircraft doesn’t have an active
connection, the aircraft responds with a connection confirmation
and establishes an active connection. The ATSU with which the
aircraft establishes an active connection is called the CDA. If the air-
craft already has an active connection and if the ATSU is the next
data authority (NDA), i.e., the next ATSU according to the filed
flight plan or as decided by the CDA, the aircraft establishes an
inactive connection. However, if the ATSU is neither the CDA nor
the NDA, FANS 1/A equipped aircraft will send a connection reject
message followed by the identity of its CDA. ATN B1 aircraft, on
the other hand, will only send a DM107 NOT AUTHORIZED NEXT
DATA AUTHORITY message [29]. This way, an attacker can find
out the identity of the CDA that it needs to impersonate to initiate
CPDLC message exchanges.

Route predictions: An ATSU may initiate one or more ADS-C con-
tracts with the aircraft by sending an ADS-C contract request. These
contracts include a report group that contains route predictions and
such a report is optional. To receive route predictions, the attacker
can initiate a periodic contract or request a one-time contract that
contains the required route predictions and position estimates. It is
important to note that all ADS-C functions, including signing up for
contracts and reporting do not require flight crew intervention [30].
An aircraft may simultaneously have contracts with multiple AT-
SUs. The ATSUs are unaware of any other contract held by the
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Figure 4: A sequence of CPDLC dialogue between ATSU and
the aircraft. The ATSU instructs the aircraft to climb and
maintain an altitude of 35000 ft. The flight crew confirms
by sending WILCO, which means that the flight crew has
accepted the instruction.

aircraft. This allows the attacker to stealthily initiate contracts by
impersonating an ATSU.

3.3 Spoofing CPDLC Messages

Depending on the intended effect of the attack, there are two ways
to execute an attack: i) The attacker impersonates an ATSU and
sends a malicious instruction to the aircraft, and jams the response
to prevent the legitimate ATSU from receiving the message. This is
useful when the injected messages contain commands that require
the flight crew to execute maneuvers, e.g., when the attacker wants
to modify the aircraft’s trajectory. ii) The attacker first intercepts
and jams a request from the aircraft preventing the legitimate ATSU
from receiving the request. Next, the attacker sends a malicious
response by impersonating the legitimate ATSU. Such a strategy is
useful when the attacker wants to manipulate the ATSU’s response.
This is beneficial when the attacker wants to spoof route clearance
or digital automatic terminal information service (D-ATIS) data.

Once the attacker impersonates the CDA, the aircraft’s onboard
computer will accept any CPDLC command that it receives from
the attacker. Through CPDLC messages, controllers can provide
mission-critical instructions to the flight crew, including commands
to modify the flight path and assign instrument calibration values.
Refer to Figure 4 for an example of a CPDLC dialogue between
the controller and the flight crew. A typical flight goes through
three distinct phases, i) the departure phase, ii) the cruise phase,
and iii) the arrival phase. ACARS, in some capacity, is used in every
flight phase for exchanging crucial information that the flight crew
requires for maintaining safety. Figure 5 gives an overview of the
data that the attacker can manipulate in each flight stage.

Based on the source and the destination, CPDLC messages are
categorized as: i) downlink (DMxx) and ii) uplink (UMxx). In Sec-
tion 4.1 we provide more details on the structure of uplink and
downlink CPDLC messages. Downlink messages are sent from the
aircraft down to the ATSU, and uplink messages are sent from the
ATSU up to the aircraft. Each message contains a four-character
message-id that enables the receiver to sequence and rearrange the
messages. These messages follow a syntax similar to regular voice
communications and are often used instead of analog voice chan-
nels, e.g., (g0) DIRECT TO [position]. CPDLC provides 81 downlink
and 183 uplink message types [31]. These messages are integrated
into the flight management system (FMS), and uplink messages
that amend flight plans are automatically loaded into the FMS upon
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Figure 5: Using a combination of ACARS message injection
and jamming, an attacker can modify instructions and pro-
cedures specific to a flight stage.

flight crew approval [32]. This allows an attacker to send specific
messages that can automatically amend the existing flight plan
after flight crew approval. ACARS messages contain a 16-bit cyclic
redundancy checksum (CRC) that allows error detection through a
message integrity check. Additionally, CPDLC messages contain
an application-level CRC to verify the integrity of the transmitted
CPDLC commands. If the CRC check fails at the ACARS level for a
transmission initiated by the aircraft, the ground station will ignore
the message. However, if the CRC check fails at the CPDLC level,
the ground station will send a CPDLC error response [18]. CRC
values are sensitive to bit flips, and an attacker can prevent the
receiver from receiving a packet by corrupting a small portion of
the message. This provides an opportunity for the attacker to jam
the transmitted messages.

3.4 Jamming CPDLC and ADS-C Messages

Through an analysis of CPDLC and ADS-C messages, we learn
that, despite the lack of security controls, as a result of strict mes-
sage structure, limited request/response options, and mandatory
response from the flight crew, simply spoofing ACARS messages
to influence the flight crew’s decision-making is not enough as
even minor suspicion will cause them to clarify instructions over a
voice channel. Moreover, to avoid detection through unexpected
messages, along with message spoofing, the attacker should also be
able to jam messages. Continuous jamming will cause a denial of
service attack as the ATSU will not receive any messages thus rais-
ing alarms.To prevent such detection, the attacker needs a reactive
jammer capable of jamming only specific messages from particular
flights to avoid such a situation and ensure a successful attack.

Response Jamming: CPDLC message exchange follows a specific
pattern and structure. The flight crew has to select from hard-
coded request/response options determined by the communication
management and jam the WILCO response request. A set of pre-
determined responses ensure that the message structure remains
intact and prevents the flight crew from transmitting inappropriate
responses. The following options are considered as appropriate
responses, i) DM 0 WILCO - Will Comply, ii) DM 1 UNABLE, iii)
DM 2 STANDBY, iv) DM 3 ROGER, v) DM 4 AFFIRM, and vi) DM 5



NEGATIVE [33]. The spoofed instructions should be convincing,
as even a minor suspicion can cause the flight crew to decline the
commands and contact the ATSU over a voice channel. According
to the operational guidelines, when the ATSU receives unexpected
messages including inappropriate responses or no response at all,
the ATSU is required to follow up and investigate over a voice
channel [34]. All messages are broadcast, and the ATSU will re-
ceive and respond to all the messages addressed to it. Hence the
attacker should actively monitor ACARS communications and jam
appropriate requests and responses to avoid detection.

ADS-C Report Jamming: There are three types of contracts, i) pe-
riodic contract, which requires the aircraft to periodically send
the specified information, ii) demand contract, where the ATSU
requests a one-time report. And iii) event contract, where the air-
craft automatically reports if the specified event occurs. The ATSU
specifies the reporting interval from 64 to 4096 seconds for periodic
contracts. These periodic reports contain aircraft position reports,
waypoint predictions, airframe data, and meteorological informa-
tion [35]. The attacker can leverage these predictions to coordinate
attacks between multiple aircraft as described in Section 3.6.

When an aircraft enters into an event contract with an ATSU,
the FMS automatically sends an event report to the ATSU when a
particular event occurs. Based on airspace requirements, the ATSU
must establish event contracts for the following events [36, 37].
These are i) the addition of a new waypoint, ii) the aircraft crosses
the provided horizontal and vertical bounds, and iii) when the
aircraft exceeds the vertical rate limit.

Apart from the above-mentioned events, optionally, an ATSU
may require additional periodic reports that reflect the aircraft’s
movements and waypoint predictions. These reports help the con-
trollers avoid potential mid-air close contacts and maintain estab-
lished separation minima in busy airspace with tight separation
limits. It is essential for an attacker to know about active contracts
agreed by the aircraft as these reports may indicate any maneuvers
executed by the flight crew based on spoofed CPDLC messages.
This may alert the air traffic controllers and can lead to attack de-
tection. To prevent this, the attacker needs to jam ADS-C reports
that may indicate the execution of unauthorized maneuvers.

3.5 Single Aircraft Attacks

Clearance Manipulation: At the beginning of the departure phase,
the flight crew requests information that helps them prepare the
FMS for departure. The flight crew specifically requests the pre-
departure clearance (PDC) and D-ATIS. Refer to the appendix for an
example of the PDC message.3. PDC is a set of post-take-off instruc-
tions specific to a particular flight. Usually, it includes the climb via
waypoint, the filed flight plan, post-take-off altitude, and frequency
for post-take-off voice contact. It also contains a 4-digit squawk
code used to identify the aircraft on the secondary surveillance
RADAR screens. The flight crew is responsible for manually con-
figuring their transponder to use the correct squawk code. D-ATIS
contains information that is common to all aircraft. It includes the
most recent weather report and other warnings regarding potential
obstructions around the airport. The attacker can jam PDC message

3Contents redacted to preserve anonymity
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Figure 6: A sequence of message exchanges in an altimeter
change attack forces the approaching aircraft to set the al-
timeter incorrectly. The approaching aircraft sends a request
to receive ATIS information with a B9 label. The attacker

intercepts the message and jams it. The attacker then sends
a fake ATIS message with a modified altimeter value.

requests and replace legitimate responses with malicious messages
containing incorrect squawk code. Changing the squawk code can
lead to confusion and disruption of situational awareness as ATCs
will provide the right instructions to the wrong flight. In [64], a
survey performed by the authors indicates that 54.82% of the partic-
ipating controllers feel that incorrect labels on the RADAR screen
can cause a major loss of situational awareness.

Altimeter Setting Manipulation: According to a Boeing report [14],
the arrival phase is the most accident-prone phase. The arrival
phase starts when the flight crew receives instructions from the
ATC to descend once it gets closer to the airport. The ATC assigns a
runway, and the flight crew follows the stated approach procedures.
During this phase, the flight crew puts in a request for arrival D-
ATIS which has information regarding the current approach and
runways. Most importantly, it has the correct altimeter setting for
the destination airport. To get the correct altitude 4, it is important
to re-calibrate the altimeter before landing [20] and is mandatory
In this attack, the attacker intercepts and jams the flight crew’s
request to receive D-ATIS. Followed by the injection of a malicious
D-ATIS message with a modified four-digit altimeter setting where
a single-digit error results in a discrepancy of 10 ft in altitude. Refer
to Figure 6 for the sequence of message exchanges for manipulating
the altimeter setting. Flying with an incorrect altimeter can lead to
a controlled flight into terrain event, which can be dangerous [10].

VHF Voice Man-in-The-Middle. Pilots and controllers will often
revert to VHF voice for communicating time-sensitive and safety-
critical information. Controllers will also revert to voice when
they receive inappropriate or unexpected messages. Often, pilots
are required to verbally check in with the controllers, especially
when transferring from one controller region to another controller
region. In case the controllers require the pilots to monitor a certain
frequency, the controller will send a UM120 [38] CPDLC message
that instructs the pilots to tune and monitor the specified frequency.
An attacker can leverage this message type to execute a man-in-the-
middle attack and establish a VHF voice relay between a controller
and the flight crew. Figure 7 shows the message exchange and the
attack concept. The attacker sets up a rogue VHF voice transceiver
station on an unused voice channel. If the controller decides to reach
out to the flight crew, unaware of the rogue channel, the controllers

4 Altitude relative to the approaching airport
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Figure 7: A sequence of message exchanges in a VHF voice
man-in-the-middle attack. The attacker sets up a VHF voice
station and instructs the aircraft to select the attacker’s fre-
quency instead of ATSU’s. Next, the attacker relays manipu-
lated voice communications between ATSU and the aircraft.

will use their regular channel. The attacker then responds to the
controller as the victim aircraft’s flight crew. This attack requires
the attacker to set up a VHF voice station. The attacker also needs
to be fluent in aviation phraseology and grammar.

3.6 Coordinated Multi-Aircraft Attacks

In this category of attacks, the attacker targets multiple aircraft and
executes a coordinated flight path manipulation. As a result, the tar-
get aircraft come close in time and space. Flight routes are planned
such that flights maintain lateral and vertical separation. However,
flight paths frequently intersect. In this case, the flights cross each
other while maintaining strict vertical separation. Through our
analysis of flight data from 2021, we found 592,224 flight crossings,
with the lateral separation between the aircraft being <100m. An
opportunistic attacker can target these crossings and launch coor-
dinated attacks instructing the flights to change their altitude to
violate the vertical separation mandate. Alternatively, if the flight
paths do not intersect, the attacker can add custom waypoints such
that the flight paths cross at a point selected by the attacker.

The attacker prepares for the attack by finding a region that fre-
quently sees intersections and positions itself to minimize jamming
costs as described in Section 5. To send instructions to the flight
crew through CPDLC messages, the attacker needs to impersonate
the respective aircraft’s current data authority. Depending on the
location, each aircraft may be connected to a different ATSU. An
attacker can determine the ATSU by monitoring CPDLC message
exchanges or, as explained in Section 3.2. Once the attacker knows
the CDA of both flights, the attacker can proceed with CPDLC
message transmission and jamming.

The attacker’s goal in this attack is to force multiple aircraft to
cross at the same altitude while in close proximity to each other.
This requires the attacker to estimate the closest approach point or
the time and place the flights will cross. The attacker can estimate
the closest approach point through trajectory prediction, which is
challenging. Neither speed nor direction is constant. Even minor
changes to either can lead to significant errors over time. The at-
tacker can initiate an ADS-C contract to circumvent this problem
wherein the aircraft periodically sends out route predictions. It is
important to note that initiation of ADS-C contracts does not require
flight crew approval. In [22] the authors examine the accuracy of
these predictions. ATCs often rely on these predictions to maintain
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Figure 8: A sequence of message exchanges in an altitude
change attack forces two crossing aircraft to change altitude
and fly at the same flight level. The attacker uses the reactive
jamming technique to detect and jam the WILCO response
to prevent the ATSU from receiving it.

aircraft separation as these predictions serve as an early warning
system for potential close contacts.

After establishing the closest point of approach, depending on
each aircraft’s current altitude, the attacker sends UM20 CLIMB TO
AND MAINTAIN [altitude] and UM23 DESCEND TO AND MAIN-
TAIN[altitude] messages. These messages instruct the flight crew to
reach the desired altitude. A report presented in 2019 [40] reports
that Anchorage center, one of the 22 air route traffic control cen-
ters in the US, handled approximately 175 altitude change requests
using datalink applications per day. If the flight crew accepts the
requests, they send a WILCO message to the ATC and perform the
requested maneuver. However, in some cases, the flight crew may
decide to decline the request or negotiate and suggest an alterna-
tive. As mentioned earlier, the attacker must jam the flight crew’s
response to avoid detection. Refer to Figure 8 for a sequence of
messages exchanged in this attack.

Similarly, an attacker can send instructions to change the route
by manipulating the next waypoint. For example, the attacker can
send a UM63 AT [time] CROSS [position] AT AND MAINTAIN [alti-
tude] AT [speed] message that provides precise instructions on when
to cross a position, at what altitude, and at what speed. However,
CPDLC messages with multiple instructions may raise suspicion
and may require further clarification.

4 PROOF-OF-CONCEPT IMPLEMENTATION

To realize the attacks proposed earlier, we implement and evalu-
ate an ACARS message spoofer and a reactive jammer capable of
jamming specific messages from predetermined aircraft. This im-
plementation serves as a proof-of-concept for the most important
component of the proposed attacks.

4.1 ACARS Message Spoofer

To realize the proposed attacks, the primary requirement of the
attacker is the ability to spoof ACARS messages. ACARS uses a
2400 bps packet-like system that uses a Telex format for short
messages. It uses a VHF carrier in the airband for data transmission.
ACARS uses a modulation technique called as minimum shift keying
(MSK). In the MSK scheme used for ACARS, a 1200 Hz tone marks
a bit switch, and a 2400 Hz tone indicates that the bit remains
unchanged. The MSK-encoded data is modulated onto a VHF carrier
using amplitude modulation (AM) to use standard aircraft radio
equipment. At 48000 samples/sec, each symbol is 416.67usecs
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Figure 9: Time constraints: the reactive jammer has 36.66
to 770 ms (depending on the message length) to detect an
incoming message, check the aircraft ID, and initiate the
transmission to jam the ACARS packet.

The ACARS transmitter takes in a text message of at most 220
characters. Each 7-bit ASCII character is protected with an odd
parity bit and is transmitted with the least significant bit first. A
CCITT polynomial is used to calculate a 16-bit CRC. This checksum
ensures the integrity of the entire message. Once the message is
formatted correctly and the CRC appended, the data undergoes
MSK modulation. The amplitude modulation technique modulates
the baseband MSK signal onto a VHF carrier. In our transmitter
design, we first create the ACARS packet according to the packet
structure® and then modulate the data as per the specifications
using a GNURadio [12] flowgraph.

GNURadio supports multiple RF-frontends. In our evaluation,
we use a USRP B210 from Ettus. The transmitter design is based on
various publicly available resources [5, 23]. CPDLC messages follow
a specific message structure based on the regulation specified in [18].
It also provides an Abstract Syntax Notation One (ASN.1) structure
for defining these messages. To encode/decode message strings,
these messages use ISO/IEC 8825-2:1996 Packet Encoding Rules
(PER) - Basic Unaligned [18]. Like the ACARS message, the CPDLC
message string contains a separate 16-bit CRC value, specifically to
detect errors at the application level.

The attacker also requires a receiver to intercept legitimate
messages along with the message spoofer. Multiple open-source
projects [42, 43, 56] provide the necessary software to receive
and decode messages. From these, we use acarsdec [42], a pop-
ular ACARS decoder program. Acarsdec is a program written in
C language that interfaces with an RTL-SDR. Along with ACARS
messages, with the libacars [44] library, it can also decode FANS 1/A
CPDLC and ADS-C messages. We evaluate and verify the ACARS
message format and CPDLC structure using these tools.

4.2 ACARS Message Jammer

An essential component of our attack strategy is the message jam-
mer. A jammer is an RF transmitter that transmits noise that disrupts
wireless communications. For this attack, we implement two types
of jammers, i) a random noise transmitting jammer and ii) a pulse
jammer that transmits a short high powered pulse that distorts the
message bits such that the receiver fails CRC checks and rejects the
received packet. To evaluate our jammer’s performance and effec-
tiveness, we conducted experiments to check the ACARS receiver’s
packet reception rate. The experimental setup is as follows. We
use a USRP B210 as the transmitter and an RTL-SDR with acarsdec

SRefer to Table 1 in the appendix for detailed structure.

‘m

USRP2 (Jammer)

Figure 10: Reactive jammer evaluation setup. USRP1 trans-
mits the legitimate message, and the attacker and target re-
ceivers simultaneously receive the messages. However, the
attacker starts the jammer when it detects a message from a
specific aircraft.

as the receiver to perform these experiments. The transmitted sig-
nal contains the ACARS message. This message is combined with
the jamming signal using a combiner and is fed directly into the
receiver. It is important to note that all these experiments were
conducted over hard-wired devices.

Unlike conventional jammers that jam regardless of transmis-
sion, a reactive jammer waits and jams only when it detects specific
messages. In the past, researchers have explored and evaluated reac-
tive jammers in the context of wireless networks [16, 47, 66]. In [68],
authors demonstrate a reactive jamming that can achieve a reaction
time of a few microseconds. There are lesser time constraints in the
context of ACARS.Figure 9 shows the time constraints for jamming
an ACARS packet.

We implement the reactive jammer using a combination of cus-
tom GNURadio blocks and an open-source software-defined ACARS
receiver. Specifically, we modify the signal flow within Acarsdec
to send a jamming signal to the jammer once it detects an ACARS
message from the target aircraft. With a “start jamming” signal, our
modified version of Acarsdec also sends a “stop jamming” signal as
soon as it receives the entire message. Figure 10 shows a photo of
the actual reactive jammer evaluation setup. The attacker can use
strategic antenna placement and interference cancellation to avoid
receiving its jamming signal. It is essential to stop the jamming
signal because a prolonged transmission can draw out attention,
and as a result, the attacker can be detected. This way, the attacker
keeps the jamming duration short.

5 EXPERIMENTAL EVALUATION

An attacker needs to strategically position itself such that it min-
imizes the cost of attack and improves the odds of successful at-
tack execution. Specifically, the attacker needs to choose carefully
surveyed locations that facilitate relaxed power requirements for
jamming and has a high probability of seeing an intersection as
described in Section 3.6. To identify such regions we perform a
geospatial analysis to justify the attacker position, specifically
spoofer/jammer placement. This analysis also helps the attacker
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Figure 11: Packet reception rate for a jammer that imple-
ments a random noise source at various signal jammer ratios.

to determine a suitable location for executing coordinated multi-
aircraft attacks by assessing the probability of intersecting routes.

5.1 ACARS Jammer Performance

We evaluate the jammer performance primarily through the packet
reception rate across 10 iterations of each experiment. We first
evaluate two types of jamming signal sources, i) noise jammer
and ii) pulse jammer. We determine the ideal type of signal for the
reactive jammer based on this evaluation. Given the legal limitations
associated with the wireless transmission of ACARS messages,
we ensure that there is no signal leakage by hardwiring the test
equipment.

Noise Jammer: For the noise jammer we use the random noise
source from GNURadio. The noise source is configured to generate
random Gaussian noise. In the jammer evaluation experiment, we
evaluate the packet reception rate for each signal-to-jammer ratio
(SJR) value. From Figure 11 it can be seen that the packet reception
rate is almost 0% for 6 dB SJR.

Pulse Jammer: Noise jammer requires continuous transmission at
the specified power level. However, with a pulse jammer, an at-
tacker can transmit high powered pulse for a shorter duration as
compared to transmitting noise. As per the modulation scheme,
change in frequency marks bit transition, an attacker can jam by
transmitting a pulse that forces the receiver to compute a wrong
CRC by either distorting the bit transitions or by distorting the bits
themselves. To evaluate this technique, we analyzed the effect of
pulse duration and power advantage on the packet reception rate
of ACARS transmissions (Figure 12). An 11.66 ms pulse with 3 dB
power advantage or a 6.25 ms pulse with a 10 dB power advantage
is sufficient to achieve 97% jamming success.

Reactive Jammer: Based on the evaluation of the two jamming signal
sources, we set the jammer source as random noise with 6 dB SJR.
To evaluate the effectiveness of our reactive jammer, we perform an
experiment where we measure the receiver’s packet reception rate
for messages with a length of 5 characters to 75 characters. This
experiment’s average packet reception rate was 98.85% with 0.657
standard deviation. In this implementation, all the processing is
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Figure 12: Packet reception rate for pulse jamming with vary-
ing pulse duration (ms) and power advantage (dB) that the

attacker has over the legitimate signal as received by the
target receiver.

done on the host PC running Ubuntu 20.04, with an 8th Generation

Intel Core i7 processor and 32 GB of RAM. Since the reactive jammer
is implemented on the host PC, background OS tasks, processes, and
operations add latency and cause processing overhead. As a result,
the reactive jammer’s turnaround time is 1.48 ms which is sufficient
for successfully jamming ACARS messages. The performance of
the reactive jammer can be further improved by moving reactive
jammer logic to an FPGA onboard a USRP or a suitable software-
defined radio as described in [68].

5.2 Spoofer/Jammer Placement

To model power requirements for successful jamming, we use Friis’s
transmission eq. (1) that provides the received power level based
on the specified transmitter configuration.

4rd

where Py is the received power (dBm), P; is the transmitted power
(dBm), G, receiver antenna gain (dBi), G; is the transmitter antenna
gain (dBi), A is the wavelength of the carrier, and d is the distance
between receiver and the transmitter. For this analysis we con-
sider typical ground-station and airborne equipment with output
power of 25W [13], receiver antenna gain of 2.15 dBi [13], aircraft’s
transmitter antenna gain as -1 dBi [51], attacker’s transmitter an-
tenna gain as 3 dBi, and attacker transmit power of 25W. Using
these specifications®, we calculate the SJR at the target ATSU as a
function of its distance to the aircraft and the attacker. Figure 13
shows the SJR at various aircraft and attacker distances from the
ATSU. For example, an attacker located 20 km from the ATSU can
successfully jam messages from an aircraft as close as 4.8 km. This
is sufficient because at 4.8 km, the aircraft is already on the final
approach, and at this point, the flight crew is no longer relying
on CPDLC messages. As the ratio of aircraft - ATSU distance and
attacker - ATSU distance increases, the SJR at the ATSU decreases.
It is important to note that, from the jammer’s perspective, lower
SJR means higher jammer success. This analysis also shows that
it is more cost-effective for an attacker to jam at the ATSU rather

A
P, = Py + Gt + G + 20l0g10 (—) (1)

® Antenna gains may change depending on the specific antenna model
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Figure 13: A heatmap showing the signal-to-jammer ratio at
the receiver as a function of the target aircraft’s distance to
the ATSU and the attacker’s distance to the ATSU. (Lower is
in favor of the attacker)

than jamming at the aircraft. Thus, being near the airport is more
beneficial for the attacker but far enough to avoid detection by
commercial RF interference detection systems like [9].

5.3 Probability of Intersecting Routes

analyzed To execute coordinated attacks on multiple aircraft, it
is essential to identify regions that see flights whose trajectories
intersect in time and space. We use publicly available ADS-B data
obtained through Opensky Network [55] to identify and analyze
such regions. Opensky Network is a crowd-sourced network of
over 3500 sensors that have gathered over 25 trillion ADS-B, Mode-
S, TCAS, and FLARM messages from more than 440,000 aircraft
since 2013. We leverage this vast historical dataset and make use of
custom SQL queries to obtain aircraft pairs such that their reported
positions at the same time are within a 1000 m? bounding box. As a
result of the lack of coverage, Opensky’s data can be noisy. Hence,
we further filter the data and remove duplicates.

Next, we divide the continental US into approximately 50 x 50
km cells and map each intersection to these cells. These dimensions
were chosen keeping in mind the radio coverage of the attacker.
This analysis identifies the most favorable regions for an attacker
to set up and launch coordinated attacks. We performed this anal-
ysis on flight data from the year 2021; we saw a total of 592,224
intersections such that horizontal separation between aircraft <
100 m and altitude > 5000 m. Figure 14 shows the probability” of
seeing at least one intersection per day in the respective cell. 0.91%
of all the intersections occur in a single cell with an average of 15
intersections a day. 6.44% of intersections happen in the top 10 cells
with the most frequent intersections. This map contains an overlay
of airspace boundaries of centers that provide en-route services.
Based on these boundaries and the locations of ground stations, an
attacker can strategically choose a location by combining the jam-
mer performance data obtained from Figure 13 and the region-wise

7 Areas that do not see any intersection are marked as white.

0.0 0.1 02 03 04 05 06 07 08 09 10
Probability of seeing >= 1 intersections per day

Figure 14: Probability of seeing at least one intersection/day
in the US airspace. Probability is based on air traffic data
from the year 2021. It also shows the boundary of air traffic
centers that provide en-route services.

probability of seeing intersections. To further improve the odds, we
analyzed the hourly distribution of intersections for these top 10
cells and found that maximum intersections occur between 12 Hrs
to 22 Hrs (UTC). Through this, we determine that the attacker has a
better chance of succeeding if they target regions that consistently
see at least one intersection/day.

6 DISCUSSION

Impact and Integrated Attacks: When successful, these attacks will
directly influence the flight crew’s decision-making and lead to
mishaps. The aviation ecosystem is built on multiple redundancies
and fallback mechanisms. There is always one other system that the
pilots can use to complete the mission. Thus, in reality, the odds of
a standalone attack on aviation datalink applications jeopardizing
the safety of an aircraft are low. However, these attacks will have a
high impact when integrated with attacks on other mission-critical
avionics like ILS, GPS, and collision avoidance systems. For ex-
ample, the described coordinated multi-aircraft attack along with
attacks on the collision-avoidance system as shown in [61] and
altimeter manipulation along with GPS [65, 69] and ILS [53] spoof-
ing. An attacker can also spoof ADS-B and Mode-S to mask aircraft
movement. Such integrated attacks target individual avionics, thus
defeating the safety and security offered by redundant systems.

Countermeasures: These attacks require precise coordination and
synchronization between various units. In addition, pilots are trained
to detect discrepancies in their data. Even if they are instructed
to follow the instruments, they rely on instincts. Contradictory to
the instruments, if something doesn’t feel right, pilots will execute
fallback mechanisms as demanded by the training. A comprehen-
sive countermeasure uses the public key infrastructure (PKI) for
message signing that assures the sender and the receiver’s iden-
tity. However, to maintain seamless interoperability, implementing
resource-intensive solutions like PKI is complicated and expensive.
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Figure 15: Reactive jammer detection (PoC). The receiver sets
a threshold for envelop magnitude and bit error. It raises the
alarm when both values cross the set threshold.

The proposed reactive jammer is stealthy as it transmits only
for the duration of the message. Based on our analysis, we pro-
pose a reactive jamming scheme similar to [62]. In this scheme, we
perform physical and application layer checks to detect a reactive
jammer by correlating bit errors and the magnitude of the signal’s
envelope for the duration of each bit. Under a reactive jamming
attack, the jammer corrupts only a portion of the message. This
means the receiver successfully decodes a part of the message. In
a non-adversarial setting, the receiver will experience a uniform
signal magnitude. However, when the reactive jammer starts, the
receiver will experience a sudden increase in the envelop magni-
tude and the number of bit errors. Figure 15 shows a PoC of this
technique. Once jamming is detected, the controllers can contact
the victim aircraft over a voice channel. Such a countermeasure can
be implemented purely in software with minimal signal processing.

7 RELATED WORK

The aviation industry includes a variety of analog and digital RF
communication and navigation systems. System developers and
manufacturers have failed to consider security as an integral part
of the system design. As a result, these systems are vulnerable to
cyber-physical attacks that can cause serious damage. Strohmeier
et al. in [64] show the vulnerabilities present in modern aviation
systems. In recent years, researchers have repeatedly demonstrated
the ability to spoof GPS [4, 8, 48, 58, 65, 69], ADS-B [17, 45, 54, 63],
ILS [53] and even collision avoidance systems [61].

However, there is very limited work that investigates the secu-
rity guarantees of aviation datalink applications. The work closest
to ours is [59]. The authors provide an overview of attack strategies
and propose a MiTM attack that specifically targets the handover
process. They also suggest cryptographic solutions for securing
aviation datalink. They suggest the need for selective jamming,
however, they do not study the feasibility and performance of such
a jammer. In our work, we describe specific attack scenarios that ex-
ploit certain message sets as well as provide a PoC and performance
evaluation of the reactive jammer that enables these attacks.

In [70], the authors present message monitoring, entity camou-
flage, and MiTM attacks. However, they fail to consider the required
message acknowledgment and flight crew input. Even though such
a strategy is effective, the ATSU will detect the attack. [15, 19] de-
scribe the possibility of using software-defined radios to enable an
attacker to transmit fabricated messages. Specifically, [15] presents

an attack targeting the manipulation of take-off speed recommen-
dations, including speeds that the flight crew should use for a safe
and efficient take-off. Authors in [57] present an analysis of CPDLC
communications, specifically in the context of ATN B1 application
that is predominantly used only in Europe. In [60], the authors
specifically focus on privacy issues associated with ACARS trans-
missions. These works show that aviation datalink applications are
not only vulnerable to invasive, message manipulation attacks, but
also to disclosure of privileged information.

Researchers have proposed various application-layer solutions
to secure ACARS messages. Most notably in [46, 52], authors have
proposed cryptographic solutions that use a symmetric session
key for data encryption and PKI for authenticating and validating
entities. Based on these proposals, Aeronautical Radio INC (ARINC)
has developed industry standards 823 P1/2 that provides guidelines
for ACARS message security (AMS) [49] Currently, AMS is used
explicitly by the US military. Similarly, in [39] the authors propose
a secure CPDLC scheme that leverages Elliptic curve cryptography.
They evaluate their protocol and provide formal verification using
ProVerif, a Dolev-Yao attacker model-based security verification
tool. In [59], authors also suggest various non-cryptographic detec-
tion techniques that use the aircraft’s geo-location to determine if
a certain connection is valid.

8 CONCLUSION

In this work, we performed a security analysis of aviation datalink
applications like CPDLC and ADS-C. Specifically, we outlined the
requirements for executing a successful attack that has the potential
of influencing the pilots’ decision-making. We described attacks
that target individual aircraft as well as coordinated attacks that
simultaneously target multiple aircraft. A geospatial analysis of
historical air-traffic data identified 48 vulnerable regions where an
attacker has a 90% chance of encountering favorable conditions
for coordinated multi-aircraft attacks. We also proposed a reactive
jammer to enable the stealthy execution of these attacks. Through
experiments and real-world implementation, we demonstrated and
evaluated the performance of a reactive jammer that can selectively
jam specific messages from a particular aircraft with a reaction time
of 1.48 ms and 98.85% jamming success. Through this work, we aim
to raise awareness regarding the risks associated with even com-
plimentary systems. The proposed attacks, when combined with
attacks on other avionics, magnifies the threat. And till date, these
critical systems remain vulnerable and qualify as prime targets.
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ACARS aircraft communications, addressing, and reporting
system

ADS-B automatic dependent surveillance-broadcast

ADS-C automatic dependent surveillance-contract

AMS ACARS message security

ARINC Aeronautical Radio INC

ATC Air traffic controllers

ATN Aeronautical telecommunications network
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PER Packet Encoding Rules

PDC pre-departure clearance

SJR signal-to-jammer ratio

VHF very high frequency

APPENDIX

|ATSU Address | |Message Typel |Aircraft Address”Message | |CRC|

¥

.A6-EGJ 21DD52E53294 846F

NYCODYA ATl

FANS-1/A CPDLC Uplink Message: Msg ID: 3 Timestamp: 23:21:11
Message: WHEN CAN YOU ACCEPT [altitude] Flight level: 360

Figure 16: The message structure for a CPDLC message and
an example CPDLC message received during our analysis
and evaluation.

| Bytes l—)' Parity l—)' CRC l—)' MSK l—)' AM

Figure 17: Block diagram of ACARS transmitter.

/NYCODYA.AT1.A6-EGIO01F800750D2A94010CE21171234
FANS-1/A CPDLC Message:
CPDLC Uplink Message:

Header:

Msg ID: ©

Message data:

AT [time] CROSS [position] AT AND MAINTAIN [altitude] AT [speed]
Time: 00:00
Latitude:
Longitude: 074 00.2"' east
Altitude (QNH): 10000 m
Ground speed: 300 kts

40 42.1' north

Figure 18: A UM63 command to instruct an aircraft to set the
following waypoint location and altitude as received and de-
coded by acarsdec and libacars. It also provides instructions
on the target speed, and time the aircraft should cross the
waypoint.

PDC: JBUMEMMMNE-KRSW EQUIP/TYPE: A320/L PROPOSED ETD: 0000Z EDCT:
NOT IN EFFECT

ATC CLEARANCE:

AS FILED FLIGHT PLAN: [EESSEEEES> BB NELIE BIZEX Q7

COPES Q75 SL0JO Q103 C ETB YNTA SHFTY5 KRSW

ATC INSTRUCTIONS: CLEARED [Mlls5 DEPARTURE cLIMB VIA EEM[EXP 320] 10
MIN AFT DP (a)

[PPFRQ 133.0] CTC 121.65 TO PUSH (c)
REMARKS:  |[REQUESTED ALT: 320] [SQUAWK: 3451

END OF CLEARANCE (b) )

Figure 19: An example PDC that we intercepted. (a) mentions
the departure and the ground frequency in (MHz) that the
flight crew should contact, (b) and (c) shows the requested
altitude and the approved altitude. (d) shows the assigned
squawk code.
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